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Digital Fluency 

  

Course Title: Digital Fluency Course Credits: 2 

Total Contact Hours: 15 hours of theory and 30 hours of 

practicals 

Duration of ESA:  

Formative Assessment  Marks:  40 marks Summative Assessment  

Marks: 60 marks 

 

Course Content: In concurrence with  Digital 101 on Nasscom 101 environment 

Sl.no Content Details of topic Duration 

1.  Registration Future Skills Course Registration Process  

 

 

 

 

2.  

Module 1: 

Emerging 

Technologies 

 

 

Overview of Emerging Technologies: 

i. Artificial Intelligence, Machine 

Learning, Deep Learning,  

ii.  Database Management for Data Science, 

Big Data Analytics, 

iii.  Internet of Things (IoT) and Industrial 

Internet of Things (IIoT) 

iv. Cloud computing and its service models 

v. Cyber Security and Types of cyber 

attack 

05 Theory 

hours and 

10 

practical 

hours 

 

 

 

 

 

 

3.  

Module 2: 

Applications of 

Emerging 

Technologies 

 

 

Applications of emerging technologies: 

i. Artificial Intelligence 

ii.  Big Data Analytics 

iii.  Internet of Things 

iv. Cloud Computing 

v. Cyber Security 

 

05 Theory 

hours and 

10 

practical 

hours 

 

 

 

 

 

4.  

Module 3: 

Building 

Essential Skills 

Beyond 

Technology 

 

Importance of the following: 

i. Effective Communication Skills 

ii.  Creative Problem Solving & Critical 

Thinking 

iii.  Collaboration and Teamwork Skills 

iv. Innovation & Design Thinking 

v. Use of tools in enhancing skills 

 

05 Theory 

hours and 

10 

practical 

hours 

 

 

 

 

 

 

 

References to learning resources: 

1. The learning resources made available for the course titled ñDigital 101ò on Future Skills Prime 

Platform of NASSCOM 
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Pedagogy 

Flipped classroom pedagogy is recommended for the delivery of this course. 

For every class: 

1.Before coming to the class students are expected to go through the content (both video and     other 

resources) on the related topic and give the quiz on Future Skills Prime Platform of NASSCOM. 

2.Class room activities are designed around the topic of the session towards developing better 

understanding, clearing misconceptions and discussions of higher order thinking skills like 

application, analysis, evaluation and design. 

3.Every theory class ends with announcement of exercise for practical activity of the week 

 

      Assessment 

 

Formative Assessment 

Assessment Occasion Weightage in Marks 

1. After watching videos of each topic, 05 marks tests 

are to be given by the students on Future Skills Prime 

Platform. The total marks earned by students is to be 

computed. 

No weightage 

2. Formative Assessment (Internal Assessment): All 

activities and Practical sessions from Module 1, 

Module 2 and Module 3 need be completed by 

students. All the activities are expected to be done in 

teams with each team comprising of 02 -03 students. 

Each of Module 1 and Module 2 carry 15 marks 

weightage and Module 3 carries 10 marks weightage. 

40% 

Summative Assessment 

University will conduct examination which carries 

60 marks weightage.  

 

60% 

In addition, after completion of all 3 modules students will be giving  final assessment with 30 

questions (30 min) on Digital course on Future Skills Prime platform. Students will have 

maximum of two attempts and those who score at least 50% marks will get certificate from 

NASSCOM. 

 

 

 
 
  



4 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

NASSCOM Future skills Prime 
& Digital 101 Courses  



5 
 

 

 

 

 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 Future Skills Prime ς REGISTRATION PROCESS 

Click on the link / Copy & Paste in browser 
https://futureskillsprime.in/  

https://futureskillsprime.in/
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Futureskills First Page Looks Like This - Click on Signup and Register Click here 
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Or Click here 
2nd Page You Start The Registration Process by clicking the Login Tab 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Click here 



Click on Sign up & Create Account Using Your email id and tick check box 
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Post your registration a Verification email will be send to registered email id 
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Open your email and confirm your email address 
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Once you confirm email ID, fill in the details as shown in image & click next 
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Fill all the details as shown on the screen & click next 
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Select Occupation and Education details & click Next 
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Select any 3 knowledge areas of your interest & click complete the registration 
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Login on Prime and Start Your Learning Journey on Future Technologies and Profession skills 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Ask Techie for any help 
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Digital  101 Course Enrolment Process 
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Lets Get Started with digital 101 Course Sign-in on FS Prime and this will be your first screen, click on 

ñGROUPSò on the top . 



Then click on ñOther public groupsò . 
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Then please ñJoinò at ñCampus to Corporateò group. 
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Now click on ñCampus to Corporateò 



 

21 
 

Hence now you start the courses from ñModule 1ò. 
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For Any Queries on the Enrollment Process , please fell free to write back to us 

futureskills@nasscom.in 
connectfutureskillsprime@mail.nasscom.in 

dpanigrahi@nasscom.in 
 
 
 

 

mailto:futureskills@nasscom.in
mailto:connectfutureskillsprime@mail.nasscom.in
mailto:dpanigrahi@nasscom.in
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1. ARTIFICIAL INTELLIGENCE, MACHINE LEARNING, DEEP LEARNING 

 
An Overview  of Artificial  Intelligence:  
AI is touching us in all aspects of our daily lives, most of the times unknowingly. Whenever we shop online, 

use our mobiles, drive to work daily, check our mail box or exercise, AI is coming into play and helping us, 

prodding us or controlling us. Since AI is already such an integral part of our lives, it makes sense to get 

more knowledge of this emerging technology. 
 

From chess-playing computers to self-driving vehicles, Artificial Intelligence (AI) is progressing rapidly and 

touching every aspect of our lives. In this module, you will learn how machines can be made to learn from 

data and carry out human tasks. 

Artificial  Intelligence  Explained  

What  is AI? 

AI is techniques that help machines and computers mimic human behaviour. Or in simple words, 
 

AI is intelligence demonstrated by machines, as opposed to the natural intelligence displayed by 

humans or animals. 
 

AI is like a Russian Doll ς a series of dolls one inside the other ς AI>ML>DL 
 

At the highest level, AI is a device being smart, a machine acting like a human. It is the simulation of 

human intelligence processes by machines, especially computer systems. 

Next level is the How of AI. It is possible because of Machine Learning (ML). ML is the general techniques 

or variety of techniques that make the device smart. It is a branch of artificial intelligence based on the 

idea that systems can learn from data, identify patterns and make decisions with minimal human 

intervention. 
 

The innermost level is Deep Learning (DL). Deep learning is a subset of machine learning, which is 

essentially a neural network with three or more layers. These neural networks attempt to simulate the 

behaviour of the human brain, allowing it to άƭŜŀǊƴέ from large amounts of data. 
 

Examples of AI: 

1. Typing using software  : While typing reports using any word-processor, wrong spellings or 
incorrect grammar is highlighted. We also are exposed to auto-complete options of previously used 
words, or auto-suggest of commonly used words while typing an e-mail, a SMS message or a social-
media post. 

https://en.wikipedia.org/wiki/Intelligence
https://en.wikipedia.org/wiki/Machine
https://en.wikipedia.org/wiki/Human_intelligence
https://en.wikipedia.org/wiki/Human_intelligence
https://en.wikipedia.org/wiki/Animal_cognition


DIGITAL FLUENCY E-MANUAL 
 

26 
 

These are all examples of AI in action. The underlying software is intelligently monitoring what is 
being typed. The word (complete or incomplete) is matched with an inbuilt database, and either 
suggestions or corrections are displayed for the user to choose from or ignore. 

2. Shopping online  : All of us are now used to shopping online. We are either ordering clothes or 
gadgets online, or using a streaming service (watching movies/shows online). Depending on the 
user profile, the system shows ads, products or suggests programs to watch. So, what a 65 year old 
male is shown is different from what a 16 year old girl will be shown, even though they may be 
using the same service/portal. 

Here too, AI is in play. The software is constantly monitoring what we are watching or searching 
online. Previous history of browsing is also looked at. Shopping preferences are noted. Then, 
appropriate suggestions are displayed. All this is happening invisibly or unknown to us. 

3. Chatbots : Chatbots are used universally today on many websites to interact with the human 
users that arrive on the specific sites. They try to provide them effective communication and explain 
to the users how the company or industry works while providing detailed instructions and guides 
with spontaneous replies. 

Chatbots are usually used for quick responses to most commonly asked questions on a particular 

website. They save time as well as reduce human labour and expenditure. 
 

Artificial  Intelligence  ɀ The Technology  Landscape 
This part helps us to understand the various application areas that come under AI. 

 

Robotics:  Today, most of the industrial world is using robots to automate repetitive tasks. We see 

robots used to assemble cars, pack food items, paint vehicles and to even serve as your personal 
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assistants/servants in homes. Robots are being used to clean homes, perform day to day tasks like 

controlling ACs, microwave ovens, washing machines. 

Artificial Intelligence or AI gives robots a computer vision to navigate, sense and calculate their reaction 

accordingly. Robots learn to perform their tasks from humans through machine learning which again is a 

part of computer programming and AI. 

Real Time Translation: Most of us use Google translate to get text translated from one language to 

another. It is a boon in a country like India, where we have a number of local languages. It makes 

understanding each other a lot easier. 
 

Machine translation is the process of using artificial intelligence (AI) to automatically translate content 

from one language (the source) to another (the target) without any human input. 

Digital Assistants (Virtual Companions) like Alexa and Siri are being used in homes to converse and 

perform simple tasks. In certain countries, virtual pets and companions are becoming popular. 
 

Digital assistants use advanced artificial intelligence (AI), natural language processing, natural language 

understanding, and machine learning to learn as they go and provide a personalized, conversational 

experience. 

Autonomous vehicles, autonomous robots, autonomous warehouse and factory systems and 

autonomous drones are some examples of autonomous systems. We use autonomous systems for 

commuting and navigation every day by using Google Maps. Commercial pilots use AI autopilot. On farms, 

Smart water pump-sets can be switched on/off using sensing or monitoring devices. 
 

Autonomous systems are defined as systems that are able to accomplish a task, achieve a goal, or interact 

with its surroundings with minimal to no human involvement. It is also essential that these systems be able 

to predict, plan, and be aware of the world around them. 
 

Advantages of autonomous systems are their ability to go into places and situations where humans 

cannot. This includes dangerous places, such inspecting inside nuclear reactors to check for faults, and 

inaccessible places, such as inside aero-engines. 

Gaming and Simulation is fast changing the ways in which we have been traditionally doing things. 

Especially in the fields of training, marketing and entertainment, Augmented Reality (AR) and Virtual 

Reality (VR) are two technologies that are forging a revolution. Driving lessons, flight training, shopping 

without actually visiting a physical store, special effects in movies & shows, architectural walkthroughs, 

prototyping and school classes are some of the areas of application of this technology. 
 

Augmented reality (AR) is an interactive experience of a real-world environment where the objects that 

reside in the real world are enhanced by computer-generated information. 

Virtual reality (VR) is a simulated experience that can be similar to or completely different from the real 

world. 

Both AR and VR use multiple senses including visual (sight, eyes), auditory (hearing, ears), haptic (touch), 

somatosensory (touch, position and movement) and olfactory(smell, nose). 

https://en.wikipedia.org/wiki/Simulation
https://en.wikipedia.org/wiki/Visual
https://en.wikipedia.org/wiki/Hearing
https://en.wikipedia.org/wiki/Haptic_perception
https://en.wikipedia.org/wiki/Somatosensory_system
https://en.wikipedia.org/wiki/Olfactory
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Trends  in  AI in  Healthcare  
 
 

Healthcare is one industry that is being 

revolutionized with the latest technologies to 

meet challenging demands of the time. AI along 

with several other technologies can help 

healthcare organizations efficiently operate to 

deliver better patient care. 
 
 
 
 
 

 

Here are the top 10 technology trends that will transform Healthcare in the future:  

AI and Machine Learning Offer  Better  way to Spot Diseases 

With the growing population, AI and ML are also growing to offer new and innovative ways to 
identify disease, diagnose conditions, crowd-source and develop treatment plans, monitor health 

epidemics, create efficiencies in medical research and clinical trials, and make operations more 

efficient to handle increasing demand. Artificial intelligence along with machine learning can help 

solve many clinical problems. 
 

Robots in  Healthcare  can Conduct More  Varied  Tasks 

The potential for robots in healthcare has reached beyond surgical uses. They will be able to help 

doctors examine and treat patients in rural areas through telepresence, transporting medical 

supplies, disinfecting hospital rooms, helping patients with rehabilitation or with prosthetics, and 

automating labs and packaging medical devices. 
 

Computer  and Machine Vision  Can Help Give Appropriate  Care 
There are various ways computers and machine vision are being used in medicine for diagnostics, 

viewing scans and medical images, surgery, and more. It is helping doctors to know exactly how 

much blood a woman loses while delivering in order to provide immediate care to reduce the 

mortality of mothers from post-partum haemorrhaging. The technology provides accurate 

intelligence eliminating the guessing game in the healthcare sector. 
 

Wearable  Tech has More  to Offer  than Just Counting  Steps 

Wearable fitness technology is not only limited to tell people how many steps they walk each day. 

It possesses rather more opportunities for healthcare by monitoring heart rhythms, detecting atrial 

fibrillation and send reports to doctor, monitoring blood pressure and many more. Wearable 

devices will further help consumers proactively get health support if there are irregularities in their 

trackers. 

AI-Enabled Genomic can Determine  Personalised  Treatments  

Artificial intelligence and machine learning help analyse a ǇŜǊǎƻƴΩǎ genomic information to 

determine personalized treatment plans and clinical care. In pharmacology, oncology, infectious 

diseases, and more, genomic medicine is marking a great impact. Such information helps the 

medical community better understand how diseases occur and better way to treat the condition or 

possibly eradicate it. 

https://www.analyticsinsight.net/The-10-Most-Disruptive-AI-Companies-in-Healthcare-in-2019/
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3D Printing  helps Doctors  Replicate  Patient -Specific Organs 

Just like other industries, 3D printing technology enables prototyping, customization, research, and 

manufacturing for healthcare. Surgeons can replicate patient-specific organs using the 

advancements of 3D printing. It helps them prepare for procedures. Several medical devices and 

surgical tools can also be 3D printed. The technology makes it economic and effective to develop 

comfortable prosthetic limbs for patients and print tissues and organs for transplant. 

Digital  Twins  Determine  Possibility  for  Successful Outcomes 

In healthcare, digital twin is a near real-time replica of life-long data record of an individual. It can 

help doctors in determining the possibilities for a successful outcome of a procedure. It also assists 

them in making better therapy decisions, and manage chronic diseases. Overall, the technology can 

help improve patient experience through effective, patient-centric care. 

5G can Support  Organisation  in  Transmission  of Files 

As the healthcare centers are extending their reach in remote or under-served areas through 

telemedicine, 5G technology will potentially increase the quality and speed of the network and 

prove to be a necessity for positive outcomes. The technology can better support healthcare 

organizations in transmission of large imaging files so specialists can review and advice on care. It 

also enhances ŘƻŎǘƻǊΩǎ ability to deliver treatments through AR, VR and mixed reality while enabling 

remote and reliable monitoring of patients. 

AI Neural  Network  can Improve  Healthcare  Biometrics  

Scientists are capable of analyzing the atypical risk factors that were too complicated to quantify, 

using AI neural networks. It helps develop the industry in various ways such as by enabling retinal 

scans, examining and recording skin colour changes, and many more. Its proficiency in finding 

patterns will enable the unlocking of new diagnostic methods and discover unknown risk factors. 

AI in  Business How is AI being used by businesses? 
Today, businesses are using AI in various ways to help in decision making, across all levels of 

management. The following are the key areas ς 

For reasoning: Reasoning is the ability to solve problems through logical deduction. For eg., AI is 

used to financial asset management, legal assessment, financial application processing, 

autonomous weapons systems and games. 
 

To present knowledge: AI can help in presenting knowledge about the world. For eg., financial 

market trading, purchase prediction, fraud prevention, drug creation, medical diagnosis and media 

recommendation. 
 

In planning: AI helps in helping to set and achieve goals. For eg., inventory management, demand 

forecasting, predictive maintenance, physical and digital network optimization, navigation, 

scheduling and logistics. 

To facilitate communication: AI uses translation to make business processes easier to conduct, 

regardless of the geographical location. AI uses its ability to understand spoken and written 

languages to do this. Some applications of this aspect of AI is being used to facilitate real-time 
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translation of spoken and written languages, real-time transcription, intelligent assistants and voice 

control 

To enhance perception: AI uses the ability to infer things about the outer world through images, 

sounds and other sensory inputs. This is useful in fields like medical diagnosis, surveillance and 

autonomous vehicles. 

AI Trends  in various  sectors: 

AI is increasingly being used by businesses in a wide range of sectors. AI is helping businesses to monitor 

data, analyze trends, strategize policies and help in decision making. So, apart from automating tasks, AI 

is now being used to think and plan. 
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AI: The Next Industrial  Revolution?  
The Industrial revolution brought in machines where human labour was being used, and this brought in 

a paradigm shift in the way we approached work. It made a lot of possibilities open up. This helped us to 

scale up things to a level which was not possible till then. Imagine trying to build a skyscraper with the 

tools, raw material and manpower which were used to build the pyramids. But because of new machines, 

new types of raw material and new ways of doing things, it was possible. 
 

Similarly, AI has the potential to create new industries, new jobs, new workflows, new products which we 

ƘŀǾŜƴΩǘ ŜǾŜƴ ǘƘƻǳƎƘǘ ƻŦΦ ²Ŝ ŦŜŜƭ ǘƘŀǘ !L ƛǎ ōŜƛƴƎ ǳǎŜŘ ǘƻ ǎƻƭǾŜ ǇǊƻōƭŜƳǎΣ ŀƴŘ ƛǘ ƛǎ ǘǊǳŜΦ .ǳǘ ǿƘŀǘΩǎ more 

ŦŀǎŎƛƴŀǘƛƴƎ ƛǎ ǘƘŀǘ !L ǿƛƭƭ ƘŜƭǇ ǳǎ ǎƻƭǾŜ ǘƘŀǘ ǿŜ ƘŀǾŜƴΩǘ ŜǾŜƴ ǘƘƻǳght of. AI has the potential of creating 

more jobs than the traditional jobs it replaces. AI will take away our mental constraints just like it has 

taken away our physical constraints. 
 

The difference  between AI,  ML and DL: 
AI involves machines that can perform tasks that are 

characteristic of human intelligence. That is, machines doing 

what humans can do. While this is rather general, it includes things 

like planning, understanding language, recognizing objects and 

sounds, learning, and problem-solving. 
 

AI has two categories, general and narrow. 
 

General AI would have all of the characteristics of human 

intelligence, including the capacities mentioned above. 

Narrow AI exhibits some facet(s) of human intelligence, and can 

Řƻ ǘƘŀǘ ŦŀŎŜǘ ŜȄǘǊŜƳŜƭȅ ǿŜƭƭΣ ōǳǘ ƛǎ ƭŀŎƪƛƴƎ ƛƴ ƻǘƘŜǊ ŀǊŜŀǎΦ ! ƳŀŎƘƛƴŜ ǘƘŀǘΩǎ ƎǊŜŀǘ ŀǘ ǊŜŎƻƎƴƛȊƛƴƎ ƛƳŀƎŜǎΣ 

but nothing else, would be an example of narrow AI. 
 

Machine Learning is simply a way of achieving AI. Machine 

ƭŜŀǊƴƛƴƎ ƛǎ ŀ ǿŀȅ ƻŦ άǘǊŀƛƴƛƴƎέ ŀƴ ŀƭƎƻǊƛǘƘƳ ǎƻ ǘƘŀǘ ƛǘ Ŏŀƴ ƭŜŀǊƴ 

ƘƻǿΦ ά¢ǊŀƛƴƛƴƎέ ƛƴǾƻƭǾŜǎ ŦŜŜŘƛƴƎ ƘǳƎŜ ŀƳƻǳƴǘǎ ƻŦ Řŀǘŀ ǘƻ ǘƘŜ 

algorithm and allowing the algorithm to adjust itself and improve. 
 

 
 
 

them. 

To understand this, ƭŜǘΩǎ look at the ability of a machine to 

recognize an object in an image or video). You gather hundreds of 

thousands or even millions of pictures and then have humans tag 

 

For example, the humans might tag pictures that have a cat in them versus those that do not. Then, the 

algorithm tries to build a model that can accurately tag a picture as containing a cat or not as well as a 

human. Once the accuracy level is high enough, the machine has ƴƻǿ άƭŜŀǊƴŜŘέ what a cat looks like. 
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Deep Learning is one of the approaches to Machine Learning. 
 

Deep learning was inspired by the structure and function of the 

brain, namely the interconnecting of many neurons. Artificial 

Neural Networks (ANNs) are algorithms that mimic the biological 

structure of the brain. 
 

In ANNs, there are άƴŜǳǊƻƴǎέ which have discrete layers and 

ŎƻƴƴŜŎǘƛƻƴǎ ǘƻ ƻǘƘŜǊ άƴŜǳǊƻƴǎέΦ 9ŀŎƘ ƭŀȅŜǊ ǇƛŎƪǎ ƻǳǘ ŀ ǎǇŜŎƛŦƛŎ 

feature to learn, such as curves/edges in image recognition. LǘΩǎ 

this layering that gives deep learning its name, depth is created by using multiple layers as opposed to a 

single layer. 
 

What  are neural  networks?  
Neural Networks is the old name for Deep Learning. 

 

Neural networks are a means of doing machine learning, in which a computer learns to perform some task 

by analyzing training examples. Usually, the examples have been hand-labeled in advance. An object 

recognition system, for instance, might be fed thousands of labeled images of cars, houses, coffee cups, 

and so on, and it would find visual patterns in the images that consistently correlate with particular labels. 
 

Modelled loosely on the human brain, a neural net consists of thousands of simple processing nodes that 

are densely interconƴŜŎǘŜŘΦ aƻǎǘ ƻŦ ǘƻŘŀȅΩǎ ƴŜǳǊŀƭ ƴŜǘǎ ŀǊŜ ƻǊƎŀƴƛȊŜŘ ƛƴǘƻ ƭŀȅŜǊǎ ƻŦ ƴƻŘŜǎΣ ŀƴŘ ǘƘŜȅΩǊŜ 

άŦŜŜŘ-ŦƻǊǿŀǊŘΣέ ƳŜŀƴƛƴƎ ǘƘŀǘ Řŀǘŀ ƳƻǾŜǎ through them in only one direction. An individual node might 

be connected to several nodes in the layer beneath it, from which it receives data, and several nodes in 

the layer above it, to which it sends data. 
 

¢ƻ ŜŀŎƘ ƻŦ ƛǘǎ ƛƴŎƻƳƛƴƎ ŎƻƴƴŜŎǘƛƻƴǎΣ ŀ ƴƻŘŜ ǿƛƭƭ ŀǎǎƛƎƴ ŀ ƴǳƳōŜǊ ƪƴƻǿƴ ŀǎ ŀ άǿŜƛƎƘǘΦέ ²ƘŜƴ ǘƘŜ network 

is active, the node receives a different data item τ a different number τ over each of its connections and 

multiplies it by the associated weight. It then adds the resulting products together, yielding a single 

number. If that number is below a threshold value, the node passes no data to the next layer. If the 

number exceeds tƘŜ ǘƘǊŜǎƘƻƭŘ ǾŀƭǳŜΣ ǘƘŜ ƴƻŘŜ άŦƛǊŜǎΣέ ǿƘƛŎƘ ƛƴ ǘƻŘŀȅΩǎ ƴŜǳǊŀƭ ƴŜǘǎ ƎŜƴŜǊŀƭƭȅ means 

sending the number τ the sum of the weighted inputs τ along all its outgoing connections. 
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When a neural net is being trained, all of its weights and thresholds are initially set to random values. 

Training data is fed to the bottom layer τ the input layer τ and it passes through the succeeding layers, 

getting multiplied and added together in complex ways, until it finally arrives, radically transformed, at 

the output layer. During training, the weights and thresholds are continually adjusted until training data 

with the same labels consistently yield similar outputs. 
 

AI: Predictions  for  the future  
AI points to the future where machines not only do all the physical work, but also a lot of the thinking 

work like planning, strategizing and taking decisions. The following scenarios may happen. 

AI influencing global politics: Because of tariffs and import/export restrictions by the US, China is 

trying to become self-reliant in the research and development of AI. FB, Twitter, Instagram and 

WhatsApp are influencing how users take decision, social as well as political. 
 

AI moving towards transparencyΥ !L ǘŜŎƘƴƻƭƻƎȅ ǿŀǎ ǳǎŜŘ ŀǎ ŀ ΨōƭŀŎƪ ōƻȄΩΣ ƛΦŜΦΣ ǳsing AI without 

knowing how it was happening. Now, with knowing what decisions are being taken, AI is being 

monitored to understand how decisions are being made, data is being mined and correlated. 

AI and Automation in every business: AI will influence all businesses like Finance, Retail, 

Manufacturing and Legal. It will also affect support functions like HR (for hiring and firing) and 

supply chains(logistic decisions). 
 

AI will create more jobs: AI will create more jobs than those that are lost. Repetitive tasks, manual 

tasks will be replaced by AI. So, cashiers and warehouse workers may lose their jobs to automation. 

Doctors and lawyers will use AI as a tool to help them it their tasks, so they will be free to do more 

work with the help of AI. But, AI will create more new types of jobs which require a people in a 

supervisory or advisory capacity. 
 

AI will be used as Assistants: Alexa, Siri, Google Assistant will be a part of our lives in more ways 

than can be imagined. Ordering Pizzas, arranging calendar, planning schedules will now be done for 

us by such assistants, and as we use them more and more, they will become more efficient and 

predictive in offering us these services. 
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Machine Learning  ɀ How it  works  and why  we need it? 
Machine learning is a method of data analysis that automates analytical model building. It is a branch 

of artificial intelligence based on the idea that systems can learn from data, identify patterns and make 

decisions with minimal human intervention. 
 

aŀŎƘƛƴŜ ƭŜŀǊƴƛƴƎ ƛǎ ŀ ǘȅǇŜ ƻŦ ŀǊǘƛŦƛŎƛŀƭ ƛƴǘŜƭƭƛƎŜƴŎŜ ǘƘŀǘ ƘŜƭǇǎ ŎƻƳǇǳǘŜǊǎ άƭŜŀǊƴέ ǿƛǘƘƻǳǘ ǎƻƳŜƻƴŜ ƘŀǾƛƴƎ 

to program them. The computers are programmed in a way that focuses on data that they receive. This 

ƴŜǿ Řŀǘŀ Ŏŀƴ ǘƘŜƴ ƘŜƭǇ ǘƘŜ ƳŀŎƘƛƴŜ άƭŜŀǊƴέ ǿƘŀǘ ȅƻǳǊ ǇǊŜŦŜǊŜƴŎŜǎ ŀǊŜ ŀƴŘ ŀŘƧǳǎǘ ƛǘǎŜƭŦ ŀŎŎƻǊŘƛƴƎƭȅΦ CƻǊ 

ƛƴǎǘŀƴŎŜΣ ǿƘŜƴ ŀ ǾƛŘŜƻ ǿŜōǎƛǘŜ ǎǳƎƎŜǎǘǎ ŀ ƳƻǾƛŜ ȅƻǳ ƳƛƎƘǘ ƭƛƪŜΣ ƛǘΩǎ ƭƛƪŜƭȅ ƭŜŀǊƴŜŘ ȅƻǳr preferences based 

on your past choices. 

 
 

 

Who uses Machine Learning?  

Financial  Services: 

Banks and other businesses in the financial industry use machine learning technology for two key 

purposes: to identify important insights in data, and prevent fraud. The insights can identify investment 

opportunities, or help investors know when to trade. Data mining can also identify clients with high-risk 

profiles, or use cyber-surveillance to pinpoint warning signs of fraud. 
 

Government  Agencies: 

Government agencies such as public safety and utilities have a particular need for machine learning 

since they have multiple sources of data that can be mined for insights. Analyzing sensor data, for 

example, identifies ways to increase efficiency and save money. Machine learning can also help detect 

fraud and minimize identity theft. 

Healthcare:  

Machine learning is a fast-growing trend in the health care industry, thanks to the advent of wearable 

devices and sensors that can use data to assess a patient's health in real time. The technology can also 

help medical experts analyze data to identify trends or red flags that may lead to improved diagnoses and 

treatment. 
 

Retail:  

Websites recommending items you might like based on previous purchases are using machine learning to 

analyze your buying history. Retailers rely on machine learning to capture data, analyze it and use it 

https://www.sas.com/en_in/insights/analytics/what-is-artificial-intelligence.html
https://www.sas.com/en_in/insights/data-management/cloud-computing.html
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to    personalize    a    shopping     experience,     implement     a marketing     campaign, price optimization, 

merchandise supply planning, and for customer insights. 
 

Oil and Gas: 

Finding new energy sources. Analyzing minerals in the ground. Predicting refinery sensor failure. 

Streamlining oil distribution to make it more efficient and cost-effective. The number of machine learning 

use cases for this industry is vast ς and still expanding. 
 

Transportation  and Logistics:  

Analyzing data to identify patterns and trends is key to the transportation industry, which relies on making 

routes more efficient and predicting potential problems to increase profitability. The data analysis and 

modeling aspects of machine learning are important tools to delivery companies, public transportation 

and other transportation organizations. 
 

Machine Learning  Methods:  

Supervised  Learning:  

Supervised learning is commonly used in applications where historical data predicts likely future events. 

For example, it can anticipate when credit card transactions are likely to be fraudulent or which insurance 

customer is likely to file a claim. 
 

The most common fields of use for supervised learning are price prediction and trend forecasting 

in sales, retail commerce, and stock trading. In both cases, an algorithm uses incoming data to 

assess the possibility and calculate possible outcomes. 

Unsupervised  Learning:  

Unsupervised learning works well on transactional data. For example, it can identify segments of 

customers with similar attributes who can then be treated similarly in marketing campaigns. Or it can find 

the main attributes that separate customer segments from each other. 

Digital marketing and ad tech are the fields where unsupervised learning is used to its maximum 

effect. In addition to that, this algorithm is often applied to explore customer information and adjust 

the service accordingly. 
 

Semi-supervised  Learning:  

Semi-supervised learning is useful when the cost is too high to allow for a fully supervised process. 

Examples of this include identifying a person's face on a web cam. 

Legal and Healthcare industries, among others, manage web content classification, image, and 

speech analysis with the help of semi-supervised learning. 
 

Reinforcement  Learning:  

This is often used for robotics, gaming and navigation. With reinforcement learning, the system discovers 

through trial and error which actions yield the greatest rewards. 

Modern NPCs (non-playing characters) and other video games use this type of machine learning 

model a lot. Reinforcement Learning provides flexibility to the AI reactions to the player's action 

https://www.sas.com/en_in/insights/marketing.html
https://www.sas.com/en_in/industry/retail/solution/merchandise-planning-price-optimization.html
https://www.sas.com/en_in/industry/retail/solution/merchandise-planning-price-optimization.html
https://www.sas.com/en_in/industry/retail/solution/merchandise-planning-price-optimization.html
https://www.sas.com/en_in/industry/retail/solution/supply-demand-planning.html
https://www.sas.com/en_in/industry/retail/solution/customer-insight.html
https://theappsolutions.com/blog/development/supervised-machine-learning/


DIGITAL FLUENCY E-MANUAL 
 

37 
 

thus providing viable challenges. For example, the collision detection feature uses this type of ML 

algorithm for the moving vehicles and people in the Grand Theft Auto series. 
 

Some truths  about  Deep Learning:  

 
 
 

 
 
 

 

https://www.rockstargames.com/V/
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Exercises to assess understanding  of the concepts 
1. You go to a shopping mall and purchase some provisions. You are a regular customer of the mall. 

Do you think AI is being used in this situation to make your shopping better? 

2. You order food through an online delivery app frequently. Is AI influencing your ordering 
decisions? 

 
 

Assignments  to test assimilation  of knowledge  
1. Write three situations in your daily life, where AI is coming to your aid. 

2. Can you think of how AI can be used to make life easier for senior citizens? Mention a few 
instances. 

 
 

Practical  Assignments  using common  tools  
1. Using any popular search-engine (Google, Bing), type any word in the search-box, and note down 

the automatic suggestions that are being displayed. Note down how many of these are topically 
relevant or related to current happenings. 

2. Use any word-processor to type a small report on any topic or type a small SMS on your 
smartphone. Deliberately make spelling mistakes, or grammatical mistakes. Note down the 
suggestions that are being offered by the in-built spell-check utility. 

3. Identify a few websites/portals which use chatbots to enhance user experience. 

4. Install any activity tracker on your android smart-phone and study which health parameters it 
monitors. 

5. Using any search-engine, find out which Indian healthcare companies have products that use AI 
and make a list of the same, with the features that they offer. 

6. Use Google translate to get translations from English to Kannada/Hindi/Marathi, and vice 
versa. 

7. Use Google assistant on any android smartphone to dictate commands and to launch apps, You 
can try this in your local language. 

8. Download the NASA simulator on your smartphone and find out about our solar system and 
outer space through simulations. 
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Note: The trainer is instructed to encourage the students to work in groups of 02-03 and discuss the 

above exercises before submitting the same 

 
 

Frequently  Asked Questions 

What  is Artificial  Intelligence?  

¶ Artificial Intelligence is when a software or a particular model developed can perform complex 
tasks on its own without requiring any assistance from humans. Artificial Intelligence is a field 
of study consisting of various sub-fields, including machine learning, deep learning, neural 
networks, computer vision, natural language processing, and so much more. 

 

How powerful  is AI? 

¶ The power of AI depends on the capability of the researcher working on the computation of 
the program. As of now, AI is quite powerful to solve a set of tasks that is assigned to it 
ŜŦŦƛŎƛŜƴǘƭȅ ŀƴŘ ŜŦŦŜŎǘƛǾŜƭȅΦ IƻǿŜǾŜǊΣ ƛǘ ƘŀǎƴΩǘ ǊŜŀŎƘŜŘ ƛǘǎ ǇŜŀƪ ȅŜǘΣ ŀƴŘ ǿŜ ŀǊŜ ŀ ŦŜǿ ȅŜŀǊǎ away 
from that point. 

 

Will  AI steal our  jobs? 

¶ The demand for skilled AI specialists is growing faster like never before. Requirements and 
open positions for experts in the sub-fields of AI like machine learning, deep learning, 
computer vision, statistics, and natural language processing are growing each day. So, AI will 
pave the way for more jobs for humans to control them. Humans are intellectual beings. 
Hence, AI will simplify the complexity of human work but ǿƻƴΩǘ actually take away our jobs. 

 

Can AI take  over  the world?  

¶ Artificial Intelligence has come a long way and developed into a unique feature of the modern 
world. Despite the advancements in AI, most of the tasks are still done under some kind of 
human supervision in the working or the development stages. 

¶ Artificial Intelligence is also limited to be the particular task that it is programmed to complete. 
So, as of today, AI taking over the world is unlikely. 

 

What  are the advantages of AI? 

¶ Apart from the massive job opportunities created by AI, it also has other advantages, such as 
the completion of looping or repetitive tasks that humans need to perform without making 
errors. 

¶ Artificial Intelligence, similar to a computer program, cannot tire and hence has the capacity 
to work all day long on a particular task until the desired results are accomplished. 

¶ They have the ability to perform faster computations compared to human speed on a wide 
range of problems with precise results. They also have tons of real-life applications to make 
our daily lives simpler. 

 

What  are the disadvantages  of AI? 

¶ The construction of Artificial Intelligence models from scratch can sometimes be time- 
consuming and resourcefully exhaustive. Building such models may not be possible on a 
regular PC. 

¶ The deployment of Artificial Intelligence models can also be quite expensive in some cases. 
Also, the maintenance costs in case of malfunctioning of the AI models in peculiar cases can be 
annoying to deal with and solve. 
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¶ AI cannot be used to accomplish more superior and intellectual tasks, as of today. 

What  are the applications  of AI? 

¶ Artificial Intelligence in the natural world has a wide variety of applications. These include your 
journey from the start of the day till the end of the day. When you usually start your day with 
your smartphone, you make use of the AI capabilities of smart face lock or other fingerprint AI 
measures to unlock your phone. 

¶ Then you decide to google something, you are greeted with AI features of autocomplete and 
autocorrect, which utilizes technologies of sequence to sequence modeling. Apart from 
smartphones, Artificial Intelligence has tons of other applications, including email spam 
detection, virtual assistants, chatbots, optical character recognition, and so much more. 

¶ Artificial Intelligence also finds its applications in many other fields, such as topics ranging from 
robotics, medical sciences, logistics and transportation, finances, and tons more utility services 
in industries. 

 

Do you need to be a genius to start learning  AI? 

¶ No, not necessarily. Artificial Intelligence is a field containing a lot of sub-fields. It is worth 
investing your precious time to gain further knowledge in the subject of AI if you are 
particularly interested in the various intriguing concepts that are offered by learning AI. 

¶ While learning AI from scratch might sometimes be hard at the beginning, it becomes more 
interesting and cool as you proceed to invest more time learning numerous concepts related 
to AI. You will gain exposure to mathematics, programming, machine learning, and so much 
more that will expand your vast knowledge. 

¶ Even if you find that the field of Artificial Intelligence is not suitable for your particular interests, 
it is still totally fine as long as you learn something about the numerous topics of AI. 

¶ The knowledge you gain from learning AI can be partially or completely utilized for various 
software applications and jobs as well. 

 

How will  artificial  intelligence  affect  healthcare?  

¶ AI can lead to better care outcomes and improve the productivity and efficiency of care 
delivery. It can also improve the day-to-day life of healthcare practitioners, letting them spend 
more time looking after patients and in so doing, raise staff morale and improve retention 

 

Which  is the best application of  AI in  the healthcare  sector? 

¶ Some of the beneficial applications of AI for healthcare purposes would be administrative 
workflows, image analysis, robotic surgery, virtual assistants, and clinical decision support 

 

Will  AI in  healthcare  make doctors  redundant?  

¶ AI can enhance clinical productivity due to its ability to handle a large capacity of tasks that are 
well suited for automation. AI can reduce the burden of clerical work of physician's thus 
improving the quality of care and allow them to spend more time with patients and the 
healthcare team 

 

What  do you understand  by the term  robotics?  

¶ Robotics is a combined branch of engineering and science which deals with the study of 
development, operation, and control of intelligent robots. Robotics is a part of Artificial 
intelligence. Robotics technology is used for the development of machines which can perform 
a complex human task in a very efficient way. 
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What  are various  types of sensors used in  the robotics?  

¶ Various types of sensors used in robots include light sensors, sound sensors, temperature 
sensors, proximity sensors, acceleration and navigation sensors. 

 

What  can a digital  assistant  do? 

¶ A digital assistant pulls data from multiple sources and puts it into context. Advanced natural 
language processing gives it the ability to process what you are saying or typing. Advanced 
natural language understanding (NLU) gives it the ability to parse what you say or type and 
then generate accurate answers 

 

Is a chatbot  a digital  assistant? 

¶ Data-driven and predictive (Conversational AI) chatbots are also called a Virtual Assistant or 
Digital Assistant. Apple's Siri and Amazon's Alexa are examples of consumer-oriented, data- 
driven, predictive AI chatbots 

 

What  is autonomous  software?  

¶ An autonomous system is one that can achieve a given set of goals in a changing environment 
ς gathering information about the environment and working for an extended period of time 
without human control or intervention. 

 

What  technologies  are needed for  autonomous  vehicles? 

¶ There are several critical technologies behind safe and efficient autonomous-vehicle 
operationτAI, safety and security, cameras, network infrastructure, and the sensor 
technologies radar and lidar, or laser-light radar. 

 

Why are autonomous  things  important?  

¶ Autonomous things are fundamentally important because they represent the first real 
disconnection of machines from explicit human guidance. Humans are used to programming 
things, but are not used to them acting in autonomous ways. Self-driving vehicles are still 
making their way onto the roads. 

Note: Trainer should encourage discussion on these FAQs and motivate students to come up with different 

answers 
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2. DATABASE MANAGEMENT FOR DATA SCIENCE, BIG DATA ANALYTICS 

 
Context 
Instagram, the social networking app for sharing photos and videos, launched in 2010. Today, it boasts 

800 million monthly active   users and   is   owned   by   Facebook.   There   are 70   million photos 

uploaded to Instagram every day. People interact with each of those posts by showing their love with a 

heart, commenting and using hashtags. What all of this activity does is create an enormous amount of 

data. Once analyzed, by humans as well as increasingly through artificial intelligence algorithms, it can 

provide incredible business intel and insights. Through the support of tags and trending information, the 

users can find photos and posts on particular topics or activities, events, and 

also for exploring experiences, trending restaurants, and places around the globe. 
 

Now how does this  function  work?  
Basically, Instagram recognizes accounts that are more or less similar to one another by adopting a 

ƳŀŎƘƛƴŜ ƭŜŀǊƴƛƴƎ ǘŜŎƘƴƛǉǳŜ ǘŜǊƳŜŘ άword embeddingέΦ ¢Ƙƛǎ ǘŜŎƘƴƛǉǳŜ ŘŜŎƛǇƘŜǊǎ ǘƘŜ ƻǊŘŜǊ ƛƴ ǿƘƛŎƘ 

words appear in the text in order to measure how connected they are. Instagram uses the same technique 

to decipher and comprehend how connected any two accounts are to each other. 

 
 

Key Concepts 

Big Data Analytics  
After completing this pathway, you will: 

¶ Understand the importance of Big Data Analytics (BDA) in different fields 

¶ Get an overview of the concepts of BDA 

¶ Learn how to perform data analysis in Excel using pivot tables and pivot charts 

https://www.statista.com/statistics/253577/number-of-monthly-active-instagram-users/
https://www.thefastmode.com/content-sharing-apps/5450-mining-big-data-the-instagram-way
https://www.thefastmode.com/content-sharing-apps/5450-mining-big-data-the-instagram-way
https://www.thefastmode.com/content-sharing-apps/5450-mining-big-data-the-instagram-way
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Big Data Analytics  ɀ Introduction  

 
 

Data Analytics  Process 

 
 

Sources of Big Data 
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Big Data Tools and Technologies  
 

 
 

Case Study 

How Amazon uses Data Science 

 

 
Uses recommendation -based system (RBS) 
Through this technology, it gathers data from their customers (Can also be called Big Data). The more data 

they have the better it is for them because once they understand what the user wants, they then 

streamline the process and try to encourage the customers to purchase the products. RBS seeks and 

predicts the άǊŀǘƛƴƎέ or άǇǊŜŦŜǊŜƴŎŜέ ŀ ǳǎŜǊ would give to an item. 
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Database Management  for  Data Science 
After completing this Pathway, you will: 

1. Explain Database and its different types 

2. Advantages of Database 
 

Introduction  to Data 
Data are individual facts, statistics, or items of information, often numeric, that are collected through 

observation. In a more technical sense, data are a set of values of qualitative or quantitative variables 

about one or more persons or objects, while a datum is a single value of a single variable. 
 

Definition  of Database 
! ŘŀǘŀōŀǎŜ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ŀ ǎǘǊǳŎǘǳǊŜŘ ǎŜǘ ƻŦ Řŀǘŀ ƘŜƭŘ ƛƴ ŀ ŎƻƳǇǳǘŜǊΩǎ ƳŜƳƻǊȅ ƻǊ ƻƴ ǘƘŜ ŎƭƻǳŘ ǘƘŀǘ ƛǎ 

accessible in various ways. 

Database Management Systems (DBMS) refer to the technology solution used to optimize and manage 

the storage and retrieval of data from databases. 
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Types of database 
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Why use databases (Advantages)? 
 
 
 
 

 
 
 
 

 
Lab Session 
1. Prepare a chart representing the data storage units and give relevant real-world examples belonging 

to each category. 

2. Prepare a word processor report listing any five real time case studies of big data usages in India. 
 
 
 
 

Frequently  Asked Questions 

What  is data science? 

Data science is an interdisciplinary field that uses scientific methods, processes, algorithms 

and systems to extract knowledge and insights from noisy, structured and unstructured data, 

and apply knowledge and actionable insights from data across a broad range of application 

domains. 
 

What  is the need for  Data Science? 

The reason why we need data science is the ability to process and interpret data. This enables 

companies to make informed decisions around growth, optimization, and performance. 

Demand for skilled data scientists is on the rise now and in the next decade. 
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What  is Data Science useful  for? 

Data science is a process that empowers better business decision-making through 

interpreting, modeling, and deployment. This helps in visualizing data that is understandable 

for business stakeholders to build future roadmaps and trajectories. Implementing Data 

Science for businesses is now a mandate for any business looking to grow. 
 

How Facebook Uses Data Analytics  To Understand  Your  Posts? 

With 1.2 billion people uploading 136,000 photos and updating their status 293,000 times per 

ƳƛƴǳǘŜ ƻƴ CŀŎŜōƻƻƪΣ ƛǘ ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ǳƴǎǘǊǳŎǘǳǊŜŘ Řŀǘŀ όƛƴŦƻǊƳŀǘƛƻƴ ǿƘƛŎƘ ƛǎƴΩǘ Ŝŀǎƛƭȅ 

quantified and put into rows and tables for computer analysis). 

Textual analysis - A large proportion of the data shared on Facebook is still text. Facebook 

uses a tool it developed itself called DeepText to extract meaning from words we post by 

learning to analyze them contextually. Neural networks analyze the relationship between 

words to understand how their meaning changes depending on other words around them. It 

learns for itself based on how words are used. It can easily switch between working across 

different human languages and apply what it has learned from one to another.It can easily 

switch between working across different human languages and apply what it has learned from 

one to another. 
 

How Facebook Uses Data Analytics To Understand Your Posts And Recognize Your  

Face? 

Facial recognition - Facebook uses a DL application called DeepFace to teach it to recognize 

people in photos. It says that its most advanced image recognition tool is more successful 

than humans in recognizing whether two different images are of the same person or not ς 

with DeepFace scoring a 97% success rate compared to humans with 96%. 
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http://www.bigcommerce.com/blog/ecommerce-analytics/#types-of-ecommerce-analytics


DIGITAL FLUENCY E-MANUAL 
 

51 
 

3. Internet  of Things  (IoT)  and Industrial  Internet  of Things  (IIoT)  

 
An Overview  of IoT(  Internet  of Things):  
IoT is a buzzword today. Everyone uses IoT, but we are unaware that we are actually making use of this 

technology. So, since IoT is such an integral part of our lives, it makes sense to get more knowledge of this 

emerging technology. 
 

Using our mobiles, we are adjusting the lighting in the house, switching on/off gadgets, monitoring the 

CCTV footage, opening/closing doors and gates and performing a lot of daily tasks. This is IoT. In this part, 

you will learn the core concepts of Internet of Things (IoT), discover the skills that are required for IoT and 

understand how IoT system works. 

What  is IoT? 
IoT is an evolution of mobile, home and embedded applications interconnected to each other. Using the 

internet and data analytics, billions of devices connected to each other create an intelligent system of 

systems. When these connected devices use cloud computing, analyse huge amounts of data and provide 

services, they can change the way in which we live our lives and conduct our businesses. 
 

The Internet of Things (IoT) describes physical objects (or groups of such objects), that are embedded with 

sensors, processing ability, software, and other technologies, and that connect and exchange data with 

other devices and systems over the Internet or other communications networks. 

 
 
 

https://en.wikipedia.org/wiki/Internet
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Google Nest ɀ An example  of IoT 

Examples of IoT in  Banking  
For organizations in retail banking, faster payments, improved operability (to support the move to open 

banking) and more responsive mobile services are the main points of focus for innovation. IoT offers 

retail banks an opportunity to gather more information on customers, offer more personalized 

experiences and improve efficiencies. Here, we look at some novel examples of IoT in retail banking. 
 

Wearables: Many banks now provide applications for popular wearables like Apple Watch and FitPay, 

which is already working with the Bank of America. Some banks have even launched their own devices, 

with Barclays unveiling bPay wearable contactless payment solutions and other wearable bands. 
 

Connected Cars: Connected cars not only have the potential to improve customer relationships, but also 

boost revenues. But smarter vehicles represent an opportunity for banks, too: for example, Idea Bank 

runs a fleet of cars, each customized with an integrated security deposit box and an ATM, which can visit 

ǘƘŜ ŎǳǎǘƻƳŜǊΣ ǊŀǘƘŜǊ ǘƘŀƴ ǾƛŎŜ ǾŜǊǎŀΦ ¢ƘŜ ōŀƴƪΩǎ Řŀǘŀ ǎǳƎƎŜǎǘǎ ǘƘŀǘ ǘƘŜ ŀǾŜǊŀƎŜ ŘŜǇƻǎƛǘ ŀǘ ƻƴŜ ƻŦ ƛǘǎ 

mobile, car-based ATMs is three times higher than at the branch. 
 

Banking at home: With IoT, it is now possiōƭŜ ǘƻ Ǉŀȅ ǘƘŜƛǊ ōƛƭƭǎ ǘƘǊƻǳƎƘ !ƳŀȊƻƴΩǎ !ƭŜȄŀΣ DƻƻƎƭŜ IƻƳŜΣ 

integrating its API with the smart speaker to enable users to carry out balance queries and payments 

through voice commands. 
 

IoT Architecture:  
The four stages of IoT Architecture are ς 

1. Sensors and actuators ς Sensing layer for Data Gathering 

2. Internet gateways and Data Acquisition Systems ς Network layer for Data Transmission 

3. Edge IT - Data Analytics, pre-processing 

4. Data center and cloud ς Apps & services 

https://internetofbusiness.com/bank-america-fitpay-wearable-payments/
https://www.bpay.co.uk/
https://www.finextra.com/pressarticle/64136/polands-idea-bank-expands-its-mobile-atm-fleet
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Sensors Sense the physical environment 

Actuators Affect the physical environment 

Virtual Objects Electronic tickets, Agendas, Books, Wallets 

People Ex.: Humans can control the environment via mobile apps 

Services Ex.: Cloud services ς can be used to: 
ω Process big data and turn it into valuable information 
ω Build and run innovative applications 
ω Optimize business processes by integrating device data. 

Platforms Type of middleware used to connect IoT components (objects, people, services, 
etc.) to IoT. Provide numerous functions: 
ω Access to devices 
ω Ensuring proper installation/behavior of device 
ω Data analytics 
ω Interoperable connection to local network, cloud or other devices. 

Networks IoT components are tied together by networks, using various wireless and wired 
technologies, standards, and protocols to provide pervasive connectivity. 
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IoT Security:  
IoT Security is key for the secure development and secure operation of scalable IoT applications and 

services that connect the real and virtual worlds between objects, systems and people. 

 
 

 
 

Future  of IoT:  
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Here are 10 predictions about the future of IoT 
 

1. By 2025, it  is estimated  that  there  will  be more  than to  75 billion  IoT devices 

In 2016, there were more than 4.7 billion things connected to the internet, according to IOT 

Analytics. In2021, the market will increase to nearly 35 billion IoT devices. 
 

2. Cybercriminals  will  continue  to use IoT devices to facilitate  DDoS attacks  

In 2016, the world was introduced to the first άLƴǘŜǊƴŜǘ of ¢ƘƛƴƎǎέ malware τ a strain of malicious 

software that can infect connected devices such as DVRs, security cameras, and more. The Mirai 

malware accessed the devices using default password and usernames. 

What happened next? The malware turned the affected devices into a botnet to facilitate a 

Distributed Denial of Service (DDoS) attack, which aims to overwhelm websites with internet traffic. 

The attack ended up flooding one of the largest website hosting companies in the world, bringing a 

variety of major, well-known websites and services to a halt for hours. 

¢Ƙƛǎ ǇŀǊǘƛŎǳƭŀǊ ǎǘǊŀƛƴ ƻŦ ƳŀƭǿŀǊŜ ƛǎ ŎŀƭƭŜŘ άƻǇŜƴ ǎƻǳǊŎŜΣέ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŜ ŎƻŘŜ ƛǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ 

anyone to modify. 
 

3. More  cities  will  become ȰÓÍÁÒÔȱ 

/ƻƴǎǳƳŜǊǎ ǿƻƴΩǘ ōŜ ǘƘŜ ƻƴƭȅ ƻƴŜǎ ǳǎƛƴƎ Lƻ¢ ŘŜǾƛŎŜǎΦ /ƛǘƛŜǎ ŀƴŘ ŎƻƳǇŀƴƛŜǎ ǿƛƭƭ ƛƴŎǊŜŀǎƛƴƎƭȅ ŀŘƻǇǘ 

smart technologies to save time and money. IoT will be used for maintaining infrastructure, 

controlling traffic congestion, address environmental concerns and offer residents better security. 

That means cities will be able to automate, remotely manage, and collect data through things like 

visitor kiosks, video camera surveillance systems, bike rental stations, and taxis. 
 

4. Artificial  intelligence  will  continue  to become a bigger  thing  

Smart home hubs, thermostats, lighting systems, and even coffee makers collect data on your 

habits and patterns of usage. When you set up voice-controlled devices, you allow them to record 

what you say to them and store those recordings in the cloud. In most cases, the data is collected 

to help facilitate what is called machine learning. 
 

5. Routers  will  continue  to become more  secure and smarter  

Because most consumer IoT dŜǾƛŎŜǎ ǊŜǎƛŘŜ ƛƴ ǘƘŜ ƘƻƳŜ ŀƴŘ ŎŀƴΩǘ ƘŀǾŜ ǎŜŎǳǊƛǘȅ ǎƻŦǘǿŀǊŜ ƛƴǎǘŀƭƭŜŘ 

on them, they can be vulnerable to attacks. Why? A lot of manufacturers work to get their IoT 

products to market quickly, so security may be an afterthought. This is where the home router plays 

a very important role. The router is essentially the entry point of the internet into your home. 

While many of your connected devices cannot be protected, the router has the ability to provide 

protection at the entry point. A conventional router provides some security, such as password 

protection, firewalls, and the ability to configure them to only allow certain devices on your 

network. 

Router makers will likely continue to seek new ways to boost security. 
 

6. 5G Networks  will  continue  to fuel  IoT growth  

Major wireless carriers will continue to roll out 5G networks. 5G τ fifth-generation cellular wireless 

τ promises greater speed and the ability connect more smart devices at the same time. 
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Faster networks mean the data accumulated by your smart devices will be gathered, analyzed and 

managed to a higher degree. That will fuel innovation at companies that make IoT devices and boost 

consumer demand for new products. 

7. Cars will  get even smarter  

The arrival of 5G will shift the auto industry into a higher gear. The development of driverless cars 

τ as well as the connected vehicles already on the road τ will benefit from data moving faster. 

By 2025, 100% of the vehicles will be connected. 

You might not think of your car as an Internet of Things device. But new cars will increasingly analyze 

your data and connect with other IoT devices τ including other high-tech vehicles on four wheels. 
 

8. υ'ȭÓ arrival  will  also open the door  to new privacy  and security  concerns 

In time, more 5G IoT devices will connect directly to the 5G network than via a Wi-Fi router. This 

trend will make those devices more vulnerable to direct attack. 

For home users, it will become more difficult to monitor all IoT devices, because they will bypass a 

central router. 

On a broader scale, the increased reliance on cloud-based storage will give attackers new targets 

to attempt to breach. 
 

9. IoT-based DDoS att acks will  take  on more  dangerous  forms  

Botnet-powered distributed denial of service (DDoS) attacks have used infected IoT devices 

to bring down websites. IoT devices can be used to direct other attacks. 

For instance, there may be future attempts to weaponize IoT devices. A possible example would 

be a nation shutting down home thermostats in an enemy state during a harsh winter. 
 

10. Security  and privacy  concerns will  drive  legislation  and regulatory  activity  

The increase in IoT devices is just one reason security and privacy concerns are rising. 

In mid-2018, the European Union implemented the General Data Protection Regulation. GDPR has 

led to similar security and privacy initiatives in several nations around the world. In the United 

States, California recently passed a tougher privacy law. 
 

What  is Industrial  Internet  of Things  (IIoT)?  
Industrial IoT, or the Industrial Internet of Things (IIoT), is a vital element of Industry 4.0. IIoT harnesses 

the power of smart machines and real-time analysis to make better use of the data that industrial 

machines have been churning out for years. The principal driver of IIoT is smart machines, for two reasons. 

The first is that smart machines capture and analyze data in real-time, which humans cannot. The second 

is that smart machines communicate their findings in a manner that is simple and fast, enabling faster and 

more accurate business decisions. 

https://www.tibco.com/reference-center/what-is-industry-4-0


DIGITAL FLUENCY E-MANUAL 
 

57 
 

 

 
 

Some examples of IIoT can be 

1. As simple as a connected rat trap which relays information about catching a rat to a mobile 

phone, 

2. Slightly complex like a soil sensor which relays data about humidity and nutrient content to 

a system, 

3. Complex system like smart parking and traffic management 

4. A very complex set-up like a fully automated automobile assembly line relaying data in real- 

time to human supervisors. 
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IoT and IIoT ɀ A Comparison 
 

 
 

 
 

Sl. No. IoT IIoT 

1 It focuses on general applications 
ranging from wearables to robots & 
machines. 

It focuses on industrial applications such as 
manufacturing, power plants, oil & gas, etc. 

2 Its implementation starts with small 
scale level so there is no need to worry 
about life-threatening situations. 

It uses critical equipment & devices connected 
over a network which will cause a life-threatening 
or other emergency situations on failure therefore 
uses more sensitive and precise sensors. 
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Sl. No. IoT IIoT 

3 It deals with small scale networks. It deals with large scale networks. 

4 It offers easy off-site programming. It can be programmed remotely i.e., offers remote 
on-site programming. 

5 It handles very high volume of data. It handles data ranging from medium to high. 

6 It requires identity and privacy. It requires robust security to protect the data. 

7 It needs moderate requirements. It needs stringent requirements. 

8 It is having short product life cycle. It having very long life cycle. 

9 It is less reliable. It has high- reliability. 

 
 
 

Current  State of IIoT  
 

 



DIGITAL FLUENCY E-MANUAL 
 

60 
 

Benefits  of IIoT  

Top benefits include 
 

1. Improvement of Operational Performance : through increased productivity, improved plant 

efficiency, asset uptime and quality, reduced operational risks, overhead costs and changeover 

times. 

2. Ensuring Safety and Compliance : through creating a naturally safer environment and abiding by 

health, safety and environment laws; complying with regulatory frameworks like energy, food 

and drug laws, labour laws etc. 

3. Increasing Flexibility and Agility : through updating and easy reprogramming of machines and 

robots to adhere to shifting and increasingly customized customer requirements. 

 
 

Exercises to assess understanding  of the concepts 
1. You go to a shopping mall and purchase some provisions. You are a regular customer of the 

mall. Where do you think IoT can be used in this scenario? List out the possibilities. 

2. In what ways can you use IoT in your home to make tasks easier? Find out a few available IoT 
products that can be used in homes? 

3. How can you use IoT to make your classroom experience better? 

4. List out the different ways in which IoT can make the process of evaluating skills and help in 
conducting examinations? 

 
 

Practical  Assignments  using common  tools  
1. Using any popular search-engine (Google, Bing), find out how the automotive industry is using 

IoT to increase productivity on the shopfloor. 

2. Search and compare a few popular IoT tools and devices S currently being used. 

Note: The trainer is instructed to encourage the students to work in groups of 02-03 and discuss the 
above exercises before submitting the same 

 
 

Frequently  Asked Questions 

What  are the main  parts  of IoT systems? 

¶ IoT system consists of three main parts ς Sensors, Network connectivity and Data storage 
applications. 

 

What  are security  concerns related  to IoT? 

¶ Data security and privacy are major concerns related to IoT. These devices are vulnerable to 
hacking and cloud endpoints could be used by hackers to attack servers. Software developers 
and device designers have to ensure adequate security and privacy measures. 

 

Are IoT and digitization  the same? 

¶ IoT is strictly an aspect of digitization (using data to drive a business), but in practice, the terms 
are used interchangeably with little consequence 

https://www.educba.com/career-as-a-software-developers/
https://www.educba.com/career-as-a-software-developers/
https://www.educba.com/career-as-a-software-developers/
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What  is a thing?  What is  not a thing?  

¶ Anything! Any tangible object in the real world can be a thing, but data must be retrievable 
from the thing for it to be considered IoT. In the crudest case, that might involve mounting a 
camera in front of some analogue dials and taking pictures to record activities 

 

Can Alexa be part  of IoT? 

¶ Yes. As an application user interface that is part of the IoT ecosystem, Alexa can be used to 
report or command IoT actions. 

 

What  are examples of smart  devices? 

¶ The smartphone is an example of a smart device. It is a source of real-world data and a place 
to consume IoT insights. Other smart device examples include self-driving cars or sports and 
running watches, which collect and give feedback on runner data. 

 

Why should  we learn  about  IoT? 

¶ Learning about IoT helps IT decision-makers propose innovations that can drive improved 
business and personal outcomes. Implementing new solutions can save money and time, as 
well as improve safety and efficiency. 

 

What  is the role  of artificial  intelligence  in  IoT? 

¶ AI can be used to interpret data from IoT information obtained from the physical world, 
analyzed using data science and AI. 

 

What  are examples of IoT used in devices? 

¶ Examples include a robotic manufacturing machine, a physical environment sensor (like 
temperature, humidity, and light), or a remote-control light switch. 

¶ Another example involves measuring the health of each physical system on a car (engine, 
brakes, transmission, satellite navigation, etc.) and determining if maintenance can be delayed 
(saving money) or brought forward (avoiding breakdown or failure). By doing this, a positive 
experience of the car can be maintained. This may please the owner who does not change 
vehicles very often. For the planet's sake, maximizing the use of everything we make is 
essential. 

 

What  devices are part  of IoT? 

¶ Almost everything we touch can be a part of IoT, but they must be able to provide information 
directly (from sensors) or indirectly (from video camera). 

 

What  is IoT programming?  

¶ IoT programming involves working with data to produce outcomes. Besides using 
programming languages, well-known data analysis frameworks used in data science have a 
major role to play. 

 

Which  language is better  for  IoT? 

Language is use case-dependent. Python works and is a great starting place, as many know 
how to use it. 

 

Is Python  good for  IoT? 

¶ Yes, Python is great for starting and experimenting with Raspberry Pi, for example. Arduino is 
another great platform for learning using C/C++. 
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Is coding  required  for  IoT? 

¶ IoT does not always require coding. Phones driven by Alexa may download apps that require 
simple configuration. At home, I use Kasa and Any.do. With other examples, the app will consist 
of tools you configure to get answers. 
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4. CLOUD COMPUTING AND ITS SERVICE MODELS 

 
Context: 
Assume that you are an executive at a very big corporation. Your particular responsibilities include making 

sure that all of your employees have the right hardware and software they need to do their jobs. To buy 

computers for everyone is not enough. You also have to purchase software as well as software licenses 

and then provide all required software to your employees as they require. Whenever you hire a new 

employee, you need to buy more software or make sure your current software license allows another 

user. It is so stressful that you have to spend lots of money. 
 

But, there is an alternative for executives like you. You can hire the Remote servers owned by another 

company that will host the required software. So, instead of installing a suite of software for each 

computer, you just need to load one application. That application will allow the employees to log-in into 

a Web-based service which run all the programs for the user required for his/her job. 

 

 

This technique is called Cloud Computing. 
 

Cloud computing offers your business many benefits. It allows you to set up a virtual office to give you 

the flexibility of connecting to your business anywhere, any time. 

 
Key Concepts: 

Cloud Computing  
After completing this study, you will: 

¶ Understand the concept of Cloud Computing. 

¶ Understand the importance of Cloud Computing in different fields. 

¶ Understand the service models of Cloud Computing. 
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Cloud Computing  ɀ Introduction  
The term cloud refers to a network or the internet. It is a technology that uses remote servers on the 

internet to store, manage, and access data online rather than local drives. The data can be anything such 

as files, images, documents, audio, video, and more. 
 

There are the following operations that we can do using cloud computing: 

¶ Developing new applications and services 

¶ Storage, back up, and recovery of data 

¶ Hosting blogs and websites 

¶ Delivery of software on demand 

¶ Analysis of data 

¶ Streaming videos and audios 

 
Why Cloud Computing? 
IT companies, follow the traditional methods to provide the IT infrastructure. That means for any IT 

company, we need a Server Room with basic needs like a database server, mail server, networking, 

firewalls, routers, modem, switches, QPS (Query Per Second means how much queries or load will be 

handled by the server), configurable system, high net speed, and the maintenance engineers. To establish 

such IT infrastructure, we need to spend lots of money. To overcome all these problems, Cloud Computing 

comes into existence. 

 
 

 

Advantages of Cloud Computing  
Cloud computing is a trending technology. Almost every company has switched their services on cloud to 

raise the company growth. Following are some important advantages of Cloud Computing- 
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1. Back-up and restore  data  

Once the data is stored in cloud, it is easier to get back-up and restore that data using the cloud. 
 

2. Improved  collaboration  

Cloud applications improve collaboration by allowing groups of people to quickly and easily 
share information in the cloud via shared storage. 

3. Excellent  accessibility  

Cloud allows us to quickly and easily store and access information anytime, anywhere in the 
whole world, using an internet connection. 

4. Low maintenance  cost 

Cloud computing reduces both hardware and software maintenance costs for organizations. 
 

5. Mobility  

Cloud computing allows us to easily access all cloud data via any device. 
 

6. Services in  the pay-per -use model  

Cloud computing offers Application Programming Interfaces (APIs) to the users for access 
services  on the cloud and pays the charges as per the usage of service. 

7. Unlimited  storage capacity  

Cloud offers a huge amount of storing capacity for storing important data such as documents, 
images, audio, video, etc. in one place. 

8. Data security  

Cloud offers many advanced features related to security and ensures that data is securely stored 
and handled. 
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How does cloud  computing  work?  

Cloud Computing works by providing permission to the user to upload and download the 
information which stores. We can access the data from anywhere. A user will get the initial 
amount of storage at a very low price. 

Cloud Computing can be divided into two systems. One is front-end and the other is back-end. 
The two ends connect to each other with the help of an internet connection. 

The backend of the cloud is the system and the front end is a computer user or client. The front 
end of the system has the application, which is used to access the cloud system. Moreover, the 
backend has various computers, hardware, servers, and data storage systems that make the 
cloud. 

 

All these features and functions managed by the central server. The central server ensures that 
everything runs smoothly and in a perfect manner. It is done with the help of software named 
Middleware, which also permits the network computer to communicate with each other. 

Cloud Service Models 
There are three types of cloud service models. They are as follows: - 

¶ Infrastructure as a Service (IaaS) 

¶ Platform as a Service (PaaS) 

¶ Software as a Service (SaaS) 
 
 

https://www.javatpoint.com/cloud-service-models#IaaS
https://www.javatpoint.com/cloud-service-models#PaaS
https://www.javatpoint.com/cloud-service-models#SaaS
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Difference  between  IaaS, PaaS, and SaaS 

 
The below table shows the difference between IaaS, PaaS, and SaaS - 

 

 
IaaS 

 
Paas 

 
SaaS 

It provides a virtual data center to store 
information and create platforms for app 
development, testing, and deployment. 

It provides virtual platforms 
and tools to create, test, and 
deploy apps. 

It provides web software 
and apps to complete 
business tasks. 

It provides access to resources such as 
virtual machines, virtual storage, etc. 

It provides runtime 
environments and 
deployment tools for 
applications. 

It provides software as a 
service to the end-users. 

It is used by network architects. It is used by developers. It is used by end users. 

IaaS provides only Infrastructure. PaaS provides Infrastructure 
+ Platform. 

SaaS provides 
Infrastructure + Platform 
+ Software. 

 
 

Types of Cloud: 
 

 
o Public Cloud 

o Private Cloud 

o Hybrid Cloud 

o Community Cloud 

https://www.javatpoint.com/types-of-cloud#Public
https://www.javatpoint.com/types-of-cloud#Private
https://www.javatpoint.com/types-of-cloud#Hybrid
https://www.javatpoint.com/types-of-cloud#Community
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Public  Cloud 
Public cloud is open to all to store and access information via the Internet using the pay-per-usage 
method. In public cloud, computing resources are managed and operated by the Cloud Service Provider 
(CSP). Example: Amazon elastic compute cloud (EC2), IBM SmartCloud Enterprise, Microsoft, Google App 
Engine, Windows Azure Services Platform. 

 
 

 
 
 

Private  Cloud 
Private cloud is also known as an internal cloud or corporate cloud. It is used by organizations to build and 
manage their own data centers internally or by the third party. It can be deployed using Opensource tools 
such as Openstack and Eucalyptus. 

 

 
 

Hybrid  Cloud 
Hybrid Cloud is a combination of the public cloud and the private cloud. We can say: Hybrid Cloud = Public 
Cloud + Private Cloud. Hybrid cloud is partially secure because the services which are running on the public 
cloud can be accessed by anyone, while the services which are running on a private cloud can be accessed 
only by the organization's users. Example: Google Application Suite (Gmail, Google Apps, and Google 
Drive), Office 365 (MS Office on the Web and One Drive), Amazon Web Services. 
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Community  Cloud 
Community cloud allows systems and services to be accessible by a group of several organizations to share 
the information between the organization and a specific community. It is owned, managed, and operated 
by one or more organizations in the community, a third party, or a combination of them. Example: Health 
Care community cloud. 

 

 

Difference  between  public  cloud,  private  cloud,  hybrid  cloud,  and community  

cloud - 

Parameter Public Cloud Private Cloud Hybrid Cloud Community Cloud 

Host Service provider Enterprise (Third 
party) 

Enterprise (Third 
party) 

Community (Third 
party) 

Users General public Selected users Selected users Community members 

Access Internet Internet, VPN Internet, VPN Internet, VPN 

Owner Service provider Enterprise Enterprise Community 
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Case Study: 

National  Cloud of NIC MeghRaj 

 
In order to utilize and harness the benefits of Cloud Computing, Government of India has embarked 
upon an ambitious initiative - "GI Cloud" which has been named as "MeghRaj". The focus of this initiative 
is to accelerate delivery of e-services in the country while optimizing ICT spending of the Government. 
This will ensure optimum utilization of the infrastructure and speed up the development and deployment 
of eGov applications. The architectural vision of GI Cloud encompasses a set of discrete cloud computing 
environments spread across multiple locations, built on existing or new (augmented) infrastructure, 
following a set of common protocols, guidelines and standards issued by the Government of India. 

 

Services offered:  
¶ Storage Service 

¶ Load Balancing Service 

¶ Resource Monitoring Service 

¶ Vulnerability Assessment Service 
¶ Backup Service 

¶ Data Analytics (DA) 

¶ e-Granthalaya 

¶ Artificial Intelligence 
¶ Anti-virus Service 

¶ Web Application Firewall (WAF) Service : 

¶ Google Cloud Platform Services. 

https://cloud.gov.in/
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Lab Session: 
1. Prepare a chart that explains about cloud services under Digital India Initiative with relevant 

pictures. 
2. Demonstrate how you will collect the information from the user using Google Form. 

https://support.google.com/docs/answer/6281888?hl=en&co=GENIE.Platform%3DDesktop 
 
 

Frequently  Asked Questions 

What  is cloud  computing?  

Cloud computing is described as the process of using a network of remote servers, hosted via 
the internet, to store, manage and process data, rather than hosting it locally. Essentially, cloud 
computing is using someone else's infrastructure and hardware, reducing the number of capital 
investments your business needs to make. 

 

What  are the types of cloud? 

The three types of cloud computing are: 

¶ Public cloud is cloud computing that is delivered via the internet and shared across 
organizations. 

¶ Private cloud is cloud computing that is dedicated solely to your organization. 

¶ A hybrid cloud is an environment that uses both public and private clouds. 

 

What  are the various  cloud  models? 

¶ IaaS (Infrastructure as a service) is also known as Hardware as a Service (HaaS). It is a computing 
infrastructure managed over the internet. The main advantage of using IaaS is that it helps users 
to avoid the cost and complexity of purchasing and managing the physical servers. 

https://support.google.com/docs/answer/6281888?hl=en&co=GENIE.Platform%3DDesktop
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¶ PaaS (Platform as a Service) cloud computing platform is created for the programmer to develop, 
test, run, and manage the applications. 

¶ SaaS ό{ƻŦǘǿŀǊŜ ŀǎ ŀ {ŜǊǾƛŎŜύ ƛǎ ŀƭǎƻ ƪƴƻǿƴ ŀǎ άƻƴ-ŘŜƳŀƴŘ ǎƻŦǘǿŀǊŜέΦ Lǘ ƛǎ ǎƻŦǘǿŀǊŜ ƛƴ ǿƘƛŎƘ ǘƘŜ 
applications are hosted by a cloud service provider. Users can access these applications with the 
help of an internet connection and a web browser. 

 

 
How does Cloud storage work?  

With Cloud storage, the files and data you need are placed on highly secure remote systems 

stored in a provider's facility rather than on your computer's hard drive or local server. Internet 

access allows you to connect your computer or device to the remote cloud solution to retrieve 

what you need. 

How do vendors  charge for  cloud  services? 

There are different pricing mechanisms for cloud service providers depending on the usage, 

subscription-based, dynamic usage etc. There is also a terminoloƎȅ ŎŀƭƭŜŘ ŀǎ άt!¸Dέ ƳƻŘŜƭ ƛΦŜΦΣ 

Pay as you Go, which means Pay for what you have used and terminate the services when you 

do not need them. This works out extremely well for cloud vendors to incur low hardware costs 

and operations cost through outsourcing. 

What  are the benefits  of cloud  computing?  

The adoption of cloud computing by organizations has increased exponentially in recent years, 

due to the efficiency and cost-saving benefits that this computing model promises to deliver, 

which is especially appealing to organizations with limited IT staff and/or limited IT budgets. 

Independent Software Vendors (ISV's) in particular, can also substantially benefit from the cloud 

computing model for the delivery of software applications as a service, which offers many 

operational and administrative cost saving advantages over the traditional model of on-premise 

software delivery for software providers. 

Is the cloud  safe for  personal  information?  

With numerous high profile hacks of personal information in recent years (most notably Target 

and Anthem) cloud providers have worked to step up the security game for personal information. 

If a cloud provider has certifications in place for HIPAA, PCI-DSS and SOC, they have been evaluated 

by a third party and deemed qualified to handle personal/ private information. 

 

 
Reference: 

1. National Cloud of NIC 
2. How does Cloud Computing work - javatpoint 
3. Cloud Service Models - javatpoint 
4. https://www.finoit.com/blog/cloud-computing-service-models/ 
5. data-flair.training 
6. https://www.javatpoint.com/google-cloud-platform 

https://cloud.gov.in/
https://www.javatpoint.com/how-does-cloud-computing-work
https://www.javatpoint.com/cloud-service-models
https://www.finoit.com/blog/cloud-computing-service-models/
https://www.javatpoint.com/google-cloud-platform
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5. CYBER SECURITY AND TYPES OF CYBER ATTACK 

After completing this module you will: 

1. Explain an overview of the basic aspects of Cyber security 

2. Explain how Cyber security safeguards various sectors in the industry 

3. Identify the various elements of Cyber security 
 
 

 

Context: An Overview  of Cyber Security:  
With internet bandwidth becoming cheaper, and the usage of connected, smart gadgets increasing 
exponentially, protecting ourselves online and keeping all data safe and secure has become a priority. We 
are relying heavily on data, connected systems and online ecosystems to live our daily lives. It has become 
ubiquitous, and we cannot imagine living without connectivity and gadgets. Security threats like denial of 
service, hacking into systems, data theft, identity theft are something that we all have to safeguard 
against. 

Cyber security is important because it protects all categories of data from theft and damage. This includes 
sensitive data, personally identifiable information (PII), protected health information (PHI), personal 
information, intellectual property, data, and governmental and industry information systems. 

This part helps us to understand what Cyber security means, and how it can be implemented. 
 
 

Key Concepts 

What  is Cyber security?  
Cyber security is the application of technologies, processes and controls to protect systems, networks, 
programs, devices and data from cyber attacks. 

It aims to reduce the risk of cyber attacks and protect against the unauthorised exploitation of systems, 
networks and technologies. 
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Steps to Cyber security  
 

 
 
 

5 types of Cyber Security  

1. Critical  infrastructure  security:  

Critical infrastructure security consists of the cyber-physical systems that modern societies rely on. 

Common examples of critical infrastructure: 

¶ electricity grid 

¶ water purification 

¶ traffic lights 

¶ shopping centers 

¶ hospitals 

Having the infrastructure of an electricity grid on the internet makes it vulnerable to cyber-attacks. 

Organizations with responsibility for any critical infrastructures should perform due diligence to 
understand the vulnerabilities and protect their business against them. The security and resilience of 
this critical infrastructure is vital to our ǎƻŎƛŜǘȅΩǎ ǎŀŦŜǘȅ and well-being. 

Organizations that are not responsible for critical infrastructure, but still rely on it for a portion of their 
business, should develop a contingency plan by evaluating how an attack on critical infrastructure they 
depend on might affect them. 

 

2. Application  security:  

You should choose application security as one of the several must-have security measures adopted to 
protect your systems. Application security uses software and hardware methods to tackle external threats 
that can arise in the development stage of an application. 

https://www.dhs.gov/what-security-and-resilience


DIGITAL FLUENCY E-MANUAL 
 

75 
 

Applications are much more accessible over networks, causing the adoption of security measures during 
the development phase to be an imperative phase of the project. 

Types of application security: 

¶ antivirus programs 

¶ firewalls 

¶ encryption programs 

These help to ensure that unauthorized access is prevented. Companies can also detect sensitive data 
assets and protect them through specific application security processes attached to these data sets. 

 

3. Network  security:  

As cyber security is concerned with outside threats, network security guards against unauthorized 
intrusion of your internal networks due to malicious intent. 

Network security ensures that internal networks are secure by protecting the infrastructure and inhibiting 
access to it. 

To help better manage network security monitoring, security teams are now using machine learning to 
flag abnormal traffic and alert to threats in real time. Network administrators continue to implement 
policies and procedures to prevent unauthorized access, modification and exploitation of the network. 

Common examples of network security implementation: 

¶ extra logins 

¶ new passwords 

¶ application security 

o antivirus programs 
o antispyware software 
o encryption 
o firewalls 
o Monitored internet access 

 

4. Cloud security:  

Improved cyber security is one of the main reasons why the cloud is taking over. 

Cloud security is a software-based security tool that protects and monitors the data in your cloud 
resources. Cloud providers are constantly creating and implementing new security tools to help enterprise 
users better secure their data. 

Cloud computing security is similar to traditional on-premise data centers, only without the time and costs 
of maintaining huge data facilities, and the risk of security breaches is minimal. 

 

5 Internet  of things  (IoT)  security  

IoT refers to a wide variety of critical and non-critical cyber physical systems, like appliances, sensors, 
televisions, wifi routers, printers, and security cameras. 

According to Bain ϧ /ƻƳǇŀƴȅΩǎ ǇǊŜŘƛŎǘƛƻƴΧ 

¶ The combined markets of IoT will grow to about $520 billion in 2021; 

¶ More than double the $235 billion spent in 2017. 

IoT devices are frequently sent in a vulnerable state and offer little to no security patching. This poses 
unique security challenges for all users. 

https://mind-core.com/blogs/cloud/9-benefits-of-cloud-computing/
https://www.bloomberg.com/professional/blog/iot-market-predicted-double-2021-reaching-520-billion/
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5 Essential  elements  of Cyber Security  
Effective cyber security risk management must include the following five elements. 

An Effective Framework ς A framework must be adopted, adjusted, and fine-ǘǳƴŜŘ ǘƻ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 
particular circumstances and the type of data being protected. Executives need to establish proper 
goveǊƴŀƴŎŜ ǘƘŀǘ ŀǇǇƭƛŜǎ ǘƻ ŀƭƭ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǊŜǎƻǳǊŎŜǎ ς its people, processes, and technology. 
Choosing and implementing an appropriate framework is an essential first step to building a cyber security 
risk management program. 

End-to-End Scope ς A cyber security program must be comprehensive in order to be successful ς that is, 
address all data in the organization that needs to be protected. To be effective, a cyber security program 
must keep all of the critical elements of the organization that need to be protected in its scope. 

Thorough Risk Assessment and Threat Modeling ς Identifying the risks and the likelihood of an array of 
threats and the damage they could do is a critical step to prioritize cyber security threats. In prioritizing, 
the cybŜǊ ǎŜŎǳǊƛǘȅ ǘŜŀƳ ǎƘƻǳƭŘ ŎƻƴǎƛŘŜǊ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Řŀǘŀ ŦǊƻƳ ŀƴ ƻǳǘǎƛŘŜ ǇŜǊǎǇŜŎǘƛǾŜΣ ƛƴ ƻǘƘŜǊ 
words identify which data is likely to be valuable ŦǊƻƳ ŀ ƘŀŎƪŜǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ. This perspective will help 
the team develop an effective cyber security strategy to help prevent likely attacks. 

Proactive Incident Response Planning ς !ŎƪƴƻǿƭŜŘƎƛƴƎ ǘƘŀǘ ŀƴȅ ǎȅǎǘŜƳΩǎ ǎŜŎǳǊƛǘȅ ƳƛƎƘǘ ōŜ ōǊŜŀŎƘŜŘ 
eventually, many organizations have adopted incident response plans. Taking a proactive approach to 
incident response planning means testing the plan, identifying how to improve its effectiveness, making 
those improvements, and ensuring that personnel are trained and prepared to react to a security breach 
and limit its damage. 

Dedicated Cyber security Resources ς The last, but not least, critical element is personnel who are 
ŘŜŘƛŎŀǘŜŘ ǘƻ ƳŀƴŀƎƛƴƎ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎȅōŜǊ ǎŜŎǳǊƛǘȅΦ Lƴ ƻǊŘŜǊ ǘƻ ŜǎǘŀōƭƛǎƘ ŀƴ ŜŦŦŜŎǘƛǾŜ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ 
risk management program, it is essential that the roles and responsibilities for the governance of the 
chosen framework be clearly defined. 
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8 components  of a strong  Cyber Security  Defense System 
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Future  of Cyber Security:  Threats,  Tools and Technology  
Threats to Cyber Security 
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Tools for  Cyber Security  

Password Managers : The need to keep private digital information protected is highlighted by the 

prevalence of growing cyber attacks. Password managers are being used to keep track of and generate 

secure passwords. The user has to only remember one password, that of the password manager. 
 

Password managers like Lastpass,Dashlane, Sticky Password and KeepassX can be used. 
 

 

Virtual Private Network (VPN): A VPN connection establishes a secure connection between you and the 

internet. Via the VPN, all your data traffic is routed through an encrypted virtual tunnel. This disguises 

your IP address when you use the internet, making its location invisible to everyone. You can still access 

all online services using the VPN. 
 

VPNs offer the best protection available when it comes to your online security. Therefore, you should 

leave your VPN on at all times to protect from data leaks and cyberattacks. 
 

Blockchain Technology : Blockchain technology, a decentralized distributed ledger of transactions, offers 

the next level of cyber security. 
 


