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Digital Fluency

Course TitleDigital Fluency

Course Credits: 2

Total Contact Hours: 15 hours of theory and 30 hours of

practicals

Duration ofESA:

Formative Assessment Mark40 marks

Summative Assessment
Marks: @ marks

CourseContent: In concurrence with Digital 101 on Nasscom 101 environment

Sl.no Content Details of topic Duration
1. Registration Future Skills Course Registration Process
Overview of Emerging Technologies:
i. Artificial Intelligence, Machine 05 Theory
Module 1: Learning, Deep Learning, hoursand
- ii. Database Management for Data Scien 10
Emerging . . :
2. Technologies Big Data Analytics, practical
iii. Internet of Things (IoT) and Industrial hours
Internet of Things (l10T)
iv. Cloud computing and its service mode
v. Cyber Security and Types of cyber
attack
_ Applications of emerging technologies: 05 Theory
Module 2: . g :
S i. Atrtificial Intelligence hours and
Applications of S ;
: ii. Big Data Analytics 10
Emerging . :
3. Technologies iii. Internet of Things practical
iv. Cloud Computing hours
v. Cyber Security
05 Theory
_ Importance of the following: hours and
Nl_l,%?llélii 3: i. Effective Communication Skills 10
4. daing | ii. Creative Problem Solving & Critical practical
Essential Skills S
Beyond _ Thinking _ hours
Technolo iii. Collaboration and Teamwork Skills
gy iv. Innovation & Designrhinking
v. Use of tools in enhancing skills
References to learning resources:
1. The | earning resources made availabl e f

Platform of NASSCOM

or

t

he



Pedagogy

Flipped classroom pedagogy is recommended for the delivery of this course.

For every class:

1.Before coming to the class students are expected to go through the content (both video and  other
resources) on the related topic and give the quizutare Skills Prime Platform of NASSCOM.

2.Class room activities are designed around the topic of the session towards developing better
understanding, clearing neisnceptions and discussions of higher order thinking skills like

application, analysis, eustion and design.

3.Every theory class ends with announcement of exercise for practical activity of the week

Assessment

Formative Assessment
AssessmenOccasion Weightage in Marks

1. After watching videos of each topic, 05 marks tg
are to be given by the students on Future Skills P
Platform. The total marks earned by students is t
computed.

2. Formative Assessment liiternal Assessment All
activities and Practical sessions from Module
Module 2 and Module 3eed be completed &
students. All the activities are expected to be dor] 40%
teamswith each team comprising 62-03 students
Each ofModule 1 and Module 2 carry 15 mar
weightage and Module 3 cags 10 marks weightag

No weightage

Summative Assessment

University will conduct examination which carri
60 marks weightage. 60%

In addition, &er completion of all 3 mdules students will be giving finassessment with 30
guestions (30 min) obigital course orFuture Skills Prime platform. Students will have
maximum oftwo attempts and those who score at least 50% marks will get certificate from
NASSCOM
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Click on the link / Copy & Paste in browser
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2"d Page You Start The Registration Process by clicking the Login Tab
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Click on Sign up & Create Account Using Your email id and tick check box

e C @ futureskillsprime.edcast.com/create_account o Q W 0O N t :
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Affordable, Credible, Trusted

CERTIFIED COURSES

INSIDE

a By agreeing to sign up, you dedare that you are an Indian
atizen. If this is not true please do not sign up. By signing up
you also agree to our Subscriber Terms of Service .
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Post your registration a Verification email will be send to registered email id
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registered email address.
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account.




Open your email and confirm your email address

M Sachin, Verify Your Email on Futu X - — X
& C i mail.google.com/mail/u/1/#inbox/FMfcgxwKjnbgdcZxzBZGCvpHCTASRjNz pg » e :
$32 Apps ()] Office 365 Login |... B Mail - Sachin B Mh... (@ ZOLOG [P SSCResearch-Ho.. @ httpsi//essexcelityg... EPp SSC NASSCOM - FS... FS Prime Closed-Gr... E§] Copy of Opportunit... »

B
L4

Gmail Q_ Search mail ; ’ (@)

< a8 © i~ . : 1 of 45,518
l— Compose

] mbox 28

w  Starred ——y

2

Hil

You are just a click away from Future-Proofing your careerl Verify your email to enter the
world of Emerging Technologies & Professional Skills!

[GmaillDrafts Confirm Your Email Address

[Mailbox]
Meet What is FutureSkills Prime?

B New meeting v - ; : -

2 : A joint initiative between Ministry of Electronics & Information Technology (MeitY).

& Join a meeting Government of India & NASSCOM to create a skilling ecosystem focused on
EMERGING TECHNOLOGIES and PROFESSIONAL SKILLS!

Hangouts

a ; Premium Content for FREE™ - Yes, you read that right!

e We bring to you varied learning solutions - from Bite-Sized Learning for all you busy-
" bees to *Free Premium Courses that help you deepen your knowledge!
L

Need more convincing? Check out FutureSkills Prime yourselfl
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Once you confirm email ID, fill in the details as shown in image & click next

M Sachin, Verify Your Email on Fute X = FutureSkills Prime Beta x NASSCOM - FutureSkills Prime - X | & (1) WhatsApp x | <+ — X

C @ futureskillsprime.edcast.com/onboarding pg pS e :

i3 Apps () Office 365 Login |... E Mail - Sachin B Mh... (@ ZOLOG Q SSC Research - Ho... @ httpsi//ess.excelityg... 6 SSC NASSCOM - FS... FS Prime Closed-Gr... u Copy of Opportunit... »
: == | nasscom | futureskiiis

Hello Suminissp Welcome!

Please add your profile picture and enter your details to continue

® O O O

First Name*

[ s— J
Last Name*

| c— |
Email™

sign up, you declare that you are an «
f this is not true please do not sign
ng up you also agree 1o our -
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Fill all the details as shown on the screen & click next

M Sachin, Verify Your Email on Futu X = FutureSkills Prime Beta X > NASSCOM - FutureSkills Prime - X | & (1) WhatsApp x | -+ — X
C @ futureskillsprime.edcast.com/onboarding W p22 e
i3 Apps () Office 365 Login |... BR Mail - Sachin B Mh... (@ ZOLOG K SSC Research - Ho.. @ httpsi//ess.excelityg... EPp SSC NASSCOM - FS... FS Prime Closed-Gr... k3] Copy of Opportunit... »
-

B === | nasscom | futureskilts

Hello S5l Welcome!

Help us with some details about yourself

® ®@ O O

Date of Birth*
Year - ] [ Month - ] [ Day = ]

Gender*
O male O Female () Transgender

City* State*

[ Enter City ] [ Select State - ]

Country® Pincode*

[ India ] [ Enter Pincode ]

Mobile Number* -

18:49
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Select Occupation and Education details & click Next

M Sam, Verify Your Email on Future X %= FutureSkills Prime Beta x - = x
c @ futureskillsprime.edcast.com/onboarding R ¢ » e :
i3 Apps () Office 365 Login |... B Mail - Sachin B Mh.. (@ ZOLOG EP SSC Research - Ho... @ httpsi//essexcelityg... EJp SSC NASSCOM - FS... FS Prime Closed-Gr... K3 Copy of Opportunit... »

Hello S&y Welcome!

Tell us about your current education/employment details

® ® ® O

Current Occupation®

[ Student - ]
Education Details*

[ Select Education Details - ]
[J Piease select if your field of study is in IT or

IT-enabled services

19:38
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Select any 3 knowledge areas of your interest & click complete the registration

M Sachin, Verify Your Email on Fute X = FutureSkills Prime Beta x > NASSCOM - FutureSkills Prime - X | © (1) WhatsApp x l -+ = x
< > C @ futureskillsprime.edcast.com/onboarding g » e
2% Apps () Office 365 Login |... BB Mail - Sachin B Mh.. (@ ZOLOG EP SSC Research - Ho... @ htipsi//essexcelityg... EPp SSC NASSCOM - FS... FS Prime Closed-Gr... K3 Copy of Opportunit... »

Learning Interests

Select any 3 knowledge areas of your interest

v
v Web, Mobile v

Big Data Analytics Cybersecurity Development & Artificial Intelligence
Marketing

3D Printing & Modeling Blockchain Augmented Reality and Internet of Things
Virtual Reality
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Login on Prime and Start Your Learning Journey on Future Technologies and Profession skills

¥ =  NASSCOM futureskili
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Technology of the Month What's New?
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Lets Get Started with digital 101 Course Sign-in on FS Prime and this will be your first screen, click on
ARnGROUPSO wm. t he

® e INASSCOM| Tutureskil
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Then click onin Ot hpablicgr oup

3 S NAASSCOM| MuuresTs

—— 2 aan
-L.l: ocog
HOME MYLEARNJNG GROUPS ABOUT PRIME [ Search Q] -
Search Q
&  Groups Searc
My groups >
Groups | am arjadmen of >

Other public groups B p r ' m e

A MeitY - NASSCOM Digital Skilling Initiative

Everyone
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Then pleasei J o ianfiocCa mpu €0t p O rgacume

§ = NASSCOM| futureskills

0
HOME MY LEARNING GROUPS ABOUT PRIME

¢ Groups

My groups

Business Process Management

Grougps | am a leader of

Groups | am a member of
My pending requests

Other public groups >
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——prime

A MeitY - NASSCOM Digital Skilling Initiative

Everyone
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Now clickoni Campto€or por at eo
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Hence now you start the courses fromin Mo d uloe
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1. ARTIFICIAL INTELLIGENCE MACHINE LEARNING DEEP LEARNING

An Overview of Artificial Intelligence:

Al is touching us in all aspects of our daily lives, most of the times unknowingly. Whenever welghamp
use our mobiles, drive to work dailgheck our mail box or exercise, Al is coming into playhating us,
prodding us or controlling us. Since Al is already such an integral part of our lives, itseake® get
more knowledgeof this emergingechnology.

From chesglayingcomputersto selfdriving vehiclesAtrtificial Intelligence (Aljs progressing rapidgnd
touching every aspect of our lives. In this module, you will learn how machines can be madefrotearn
data andcarryout humantasks.

Artificial Intelligence Explained

What is Al?
Alistechniquesthat help machinesand computersmimic humarbehaviour. Orin simplewords,

Alisintelligencedemonstrated bymachinesas opposed to th@atural intelligencedisplayed by
humansor animals

Alis likea Russiaoll ¢ aseriesof dollsoneinsidethe otherc AI>ML>DL

Artificial [ ) ° Machine
(| intelligence learning

o

Deep
learning

7% I R
L ) '

At the highest level, Al is a device being smart, a machine acting like a human. Isistiegtion of
humanintelligenceprocesses bynachines especiall}computersystems.

Next level is the How of Al. It is possible because of Machine LedkingML is the general techniques
or variety of techniques that make the device smitris a branch of artificial intelligence based on the
idea that systemscan learn from data, identify patterns and make decisionswith minimal human
intervention.

The innermost level is Deep Learning (Mgep learning i subset of machine learningwhich is
essentially a neural network with three or more layers. These neural networks attempt to simulate the
behaviourof the humanbrain, allowingtto & f S frdwdfatgeamountsof data.

Examples of Al:
1. Typing using software _: While typing reports using any woqarocessor, wrong spellings or
incorrect grammar is highlighted. We also are exposed to-aataplete options of previouslysed

words, orauto-suggest of commonly used words while typing anal, a SMS message osaciat
mediapost.
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These are all examples of Al in action. The underlying software is intelligently monitoring what is
being typed. The word (complete or inoplete) is matched with an inbuilt database, and either
suggestion®r correctionsare displayed fothe user tochoose fronor ignore.

2. Shopping online : All of us are now used to shopping online. We are either ordering clothes
gadgets online, or using streaming service (watching movies/shows online). Depending on the
user profile, the system shows ads, products or suggests programs to watch. S@ @hgeaold

male is shownis different from what a 16 year old girl will be shown, eventhough they maybe
usingthe sameservice/portal.

Here too, Al is in play. The software is constantly monitoring what we are watching or searching
online. Previous history of browsing is also looked at. Shopping preferences are noted. Then,
appropriatesuggestios are displayedAllthisis happeningnvisiblyor unknownto us.

3. Chatbots : Chatbots are used universally today on many websites to interact with the human
users that arrive on the specific sites. They try to provide them effectis@nunication aneéxplain

to the users how the company or industry works while providing detailed instructiongjaides

with spontaneouseplies.

Chatbotsare usually used for quick responses to most commonly asked questions on a particular
website. Theysavetime aswell asreducehumanlabourandexpenditure.

Artificial Intelligence z The Technology Landscape

Thispart helpsusto understandthe variousapplicationareasthat come underAl.

NEUROMORPHIC
COMPUTING

COGNITIVECYBER MACHINE LEARNING
SECURITY iy
ROBOTIC PERSONAL DEEP LEARNING
ASSISTANTS .
. =
3
AUTONOMOUS NEURAL NETWORKS

aniaenc 1 ARTIFICIAL
INTELLIGENCE

NSTGINCIOW (ot Technology Landscape

PATTERN RECOGNITION

THOUGHT CONTROLLED
GAMING

REAL TIME UNIVERSAL
TRANSLATION

~
/

N\
\ - REALTIME EMOTION
\_"*"/ Awatmes

Robotics: Today,most of the industrial world is usingrobots to automate repetitive tasks.We see
robots usedto assemblecars, pack food items, paint vehiclesand to even serve as your personal

26
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assistants/servants in homes. Robots are being used to clean homes, perform day to day tasks like
controllingACsmicrowaveovens washingmachines.

Artificial Intelligenceor Algivesrobots acomputervisionto navigate,senseand calculate their reaction
accordingly Robots learn to perform their tasks from humans through machine learning \ageohis a
part of computerprogrammingandAl.

Real Time Translation: Most of us use Google translate to get text translated from oneudagg to
another. It is a boon in a country like India, where we have a number of local languages. It makes
understandingeachother a loteasier.

Machine translation is the process of using artificial intelligencet@fdutomatically translate content
from one language(the source) toanother(the target) without anyhumaninput.

Digital Assistants (Virtual Companions) like Alexa and Siri beéng used in homes to converse and
perform simpletasks. Ircertaincountries,virtual petsand companionsare becomingpopular.

Digital assistants usadvanced artificial intelligencé€Al), natural languagerpcessing, natural language
understanding, and machine learning to learn as they go and provide a personalized, conversational
experience.

Autonomous vehicles, autonomous robots, autonomous warehouse and factory systems and
autonomous drones are someexamples of autonomous systems. We wmgonomous systems for
commuting and navigation every day by using Google Maps. Commercial pilots use Al autoféiohsOn
Smart watempump-sets carbe switchedon/off usingsensingor monitoringdevices.

Autonomaus systems are defined as systems #ratable to accomplish a taslachieve a goal, onteract
with its surroundings with minimal to no human involvement. It is also essential thatdyssendeable
to predict,plan, andbe aware ofthe world aroundthem.

Advantages of autonomous systems #@neir ability to go into places and situations where humans
cannot This includes dangerous places, such inspecting inside nuclear reactors to check for faults, and
inaccessibl@laces, suchsinside aereengines.

Gaming and Simulation is fast changing the ways in which we have been traditionally doing things.
Especially in the fields of training, marketing and entertainment, Augmented Reality (AR) and Virtual
Reality (VR) are two technologies that aregiog a revolution. Driving lessons, flight training, shopping
without actually visiting a physical store, special effects in movies & shows, architectural walkthroughs,
prototypingandschool classeare someof the areasof applicationof thistechnology.

Augmented reality (AR) is an interactive experience of awedtl environment where the objects that
residein the realworld are enhancedy computergenerated information.

Virtual reality (VR) is simulatedexperience that can be similar to or completely different from the real
world.

Both ARandVRusemultiple sensesncludingvisual(sight,eyes),auditory (hearing, ears),haptic(touch),
somatosensorytouch, positionandmovement)andolfactory(smell, nose).
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Trends in Al in Healthcare

Healthcare is one industry that is being
< /o

w, | ([ V¥ revolutionized with the latest technologies to
Training Kﬁ,@g{[‘g r m.eetchallengingjemandsofthetime. Alalong
: 2 with several other technologies can help
\ Research / o healthcare organizations efficiently operate to
L"‘) Robotics | ij ; deliverbetter patient care.
| End of

Diagnosis

Life Care , ;} , E
= ( | | L |

Decision

\Treatment / Making

Here are the top 10 technology trends that will transform  Healthcare in the future:
Al and Machine Learning Offer Better way to Spot Diseases

With the growing population, Al and ML are also growingto offer new and innovative waysto

identify disease, diagnose conditions, croswdurce and develop treatment plans, monitor health
epidemics, create efficiencies in medical research and clinical trials, and make operations more
efficient to handle increasing demand. Artificial intelligence alorth wiachine learning can help
solvemanyclinicalproblems.

Robots in Healthcare can Conduct More Varied Tasks

The potential for robots in healthcare has reached beyond surgical uses. They will be able to help
doctors examine and treat patients in rural areas through telepresence, transporting medical
supplies, disinfecting hospital rooms, helping patients with rehabilitation or with prosthetics, and
automatinglabs andpackagingnedical devices.

Computer and Machine Vision CanHelp Give Appropriate Care

There are various ways computers and machine vision are being used in medicine for diagnostics,
viewing scans and medical images, surgery, and more. It is helping doctors to know exactly how
much blood a womanokes while delivering in order to provide immediate care to reduce the
mortality of mothers from postpartum haemorrhaging. The technology provides accurate
intelligenceeliminatingthe guessinggamein the healthcare sector.

Wearable Tech has More to Offer than Just Counting Steps

Wearable fitness technology is not only limited to tell people how many steps they walk each day.
It possesses rather more opportunities for healthcare by monitoring heart rhythms, detedtiab
fibrillation and send reports to doctor, monitoring blood pressureand many more. Wearable
deviceswill further help consumergroactivelyget health supportif there areirregularities intheir
trackers.

Al-Enabled Genomic can Determine Personalised Treatments

Artificial intelligence and machine learning help analysea LJS N& geyfidit information to
determine personalized treatment plans and clinical care. In pharmacology, oncology, infectious
diseases, and more, genomic medicine is marking a great impact.iigoamation helps the
medical community better understand how diseases occur and better way to treat the conalition
possiblyeradicateit.
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3D Printing helps Doctors Replicate Patient -Specific Organs
Just like other industries, 3@inting technology enables prototyping, customization, reseaacid,
manufacturing for healthcare. Surgeons can replicate patient-specific organs using the
advancements of 3D printing. It helps them prepare for procedures. Several medical devices and
surgcal tools can also be 3D printed. The technology makes it economic and effective to develop
comfortable prosthetidimbsfor patientsand print tissues anargansfor transplant.

Digital Twins Determine Possibility for SuccessfulOutcomes
In healthcare, digital twin is a near retiine replica of lifelong data record of an individual. It can
help doctors in determining theossibilities for a successful outcome of a procedure. Itadsists
them in makingbetter therapydecisionsandmanage chronicdiseasesOverall the technologycan
helpimprove patientexperiencehrougheffective,patient-centriccare.

5Gcan Support Organisation in Transmission of Files
As the healthcare centers are extending their reach in remoteiraterserved areas through
telemedicine, 5G technology will potentially increase the quality and speed of the network and
prove to be a necessity for positive outcomes. The technology can better support healthcare
organizations in transmission of large igirgg files so specialists can review and advice on care. It
alsoenhanceRk 2 O (adilkyidlelivertreatmentsthrough AR VRandmixedreality whileenabling
remote andreliable monitoringof patients.

Al Neural Network canImprove Healthcare Biometrics
Scientists are capable of analyzing the atypical risk factors that were too complicated to quantify,
using Al neural networks. It helps develop the industry in various ways such as by enabling retinal
scans, examining and recording skin colobarges, and many more. Its proficiency in finding
patternswill enablethe unlockingof newdiagnostiomethodsanddiscoverunknown riskfactors.

Al in Business How is Al being used by businesses?
Today,businessesre usingAl in variouswaysto help in decisionmaking,acrossall levelsof
managementThe followingare the key areag;

For reasoningReasoning is the ability to solve problems through logical deduction. For eg., Al is
used to financial asset management, legal assessment,financial applicaion processing,
autonomouswveaponssystemsand games.

To present knowledgeAl can help in presenting knowledge about the world. For eg., financial
markettrading,purchaseprediction,fraud prevention,drugcreation,medicaldiagnosisandmedia
recommendation.

In planning Al helps in helping to set and achieve goals. For eg., inventory management, demand
forecasting, predictive maintenance, physical and digital network optimization, navigation,
schedulingandlogistics.

To facilitatecommunication Al uses translation to make business processes easier to conduct,
regardless ofthe geographicallocation. Al usesits ability to understand spokenand written
languagedgo do this. Someapplicationsof this aspectof Al is beingusedto facilitate reaktime
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translation of spoken and written languages, réaie transcription, intelligent assistants amndice
control

To enhance perceptiorAl uses the ability to infer things about the outer world through images,
sounds ad other sensory inputs. This is useful in fields like medical diagnosis, surveillance and
autonomousvehicles.

Al Trends in various sectors:

Al is increasingly being used by businesses in a wide range of sectors. Al is helping businesses to monitor
data,analyze trends, strategize policies and help in decision making. So, apart from automating tasks, Al
isnow beingusedto think andplan.

Medecision developed Aidya and Nomura
an algorithm that detects Securities use Al
8 variables in diabetes algorithms to conduct
patients to determine if trading autonomously and
hospitalization is required robo-traders to conduct
high-frequency trading

Landing.ai claims to have
created machine-vision
tools to find microscopic

defects in objects like

circuit boards using an ML

algorithm trained using tiny
volumes of sample images

BiliScreen utilizes a
smartphone camera, ML
tools, and computer vision
algorithms to detect Mastercard uses
increased levels of bilirubin Decision Intelligence
in the sclera (white portion) technology to analyze
of a person’s eye, which is various data points to
used to screen people detect frougulent
for pancreatic cancer transactions

Collaborative robots or
cobots can take instructions
from humans, including
instructions that the robot
has not been previously
exposed to, and work
productively with them

HEALTHCARE FINANCE

MANUFACTURING
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RETAIL

Mckinsey shows the extent
to which Al can be used
end-to-end in the retail
industry, from identifying

customers to personalizing
promotion and inventory

management

Facial recognition
software enablos
virtual agents to
greet shoppers
personally

Machine learning
personalizes
promotions to
match the
shoppers’ profiles

Computer vision
with deep learning
identifies articles
baggedby
shoppers, allowing
nonstop checkouts

DATA SECURITY

Automatic ox;:loi!

generation (AEG)is a bot
that can determine
whether a software bug
that may cause security
issues is exploitable. If a
vulnerability is found, the
bot automatically
secures it

Deop Instinct, an
institutional intelligence
company, says that
malware code varies
betwoon 2%-10% in every
iteration and that its Al
model is able to handie the
variations and accurately
predict malware files

31

ENTERTAINMENT

A familiar application of
Alin everyday life is seen
with services like Netflix
or Amazon wherein ML
algorithms analyze the
user’s activity and
compare it with that of
other users to determine
which shows or products
to recommend. The
algorithms are
becoming intelligent
with time to the extent of
understanding that a
user may want to buy a
product as a gift and not
for himself/herself, or
that different family
members have different
watching preferences

AUTOMOTIVE

]

Tesla introduced TeslaBot,
an intelligent virtual
assistant integrated with
Tesla models S and X,
allowing users to interact
with their car from their
phone or desktop

Nvidia has partnered with
Volkswagen to develop
“intelligent co-pilot
systems’ in cars that will
enable safety warnings,
gesture control, and voice
and facial recognition
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Al: The Next Industrial Revolution?

Thelndustrialrevolution broughtin machineswhere humanlabourwasbeingused,and this broughtin

a paradigm shift in the way we approached work. It made a lot of possibilities open up. This helped us to
scale up things to a level which was not possibleéhi#h. Imagine trying to build a skyscraper with the
tools, raw materialandmanpowerwhichwere usedto build the pyramids Butbecausef new machines,
newtypesof rawmaterialand newwaysof doingthings, itwaspossible.

Similarly, Al has thegotential to create new industries, new jobs, new workflows, new products wheh
KISy Qi S@Sy (K2daAKi 2F® 2SS FSSt GKFIG 'L marda 06SAy3
FILHaoAyrdAy3a Aa GKFG 'L gAf tghtofSA hab thedpotenthlf offeatingl K | 0 ¢ S
more jobs than the traditional jobs it replaces. Al will take away our mental constraints judt e
takenawayour physical constraints.

The difference between Al, ML and DL:

Al involves machines that can perform tasks that are
characteristic of human intelligence That is, machinesdoing
what humans can do. Whithis is rather general, it includéisings
like planning, understanding language, recognizing objaots
sounds, learning, anproblem-solving.

Alhastwo categoriesgeneralandnarrow.

General Al would have all of the characteristicsof human
intelligence, includinghe capacitiesnentionedabove.

Narrow Al exhibits some facet(s) of human intelligence, and can
R2 GKFG FI108SG SEGNBYSte Sttty odzi Aa fFO1AYy3a Ay 2
but nothingelse,would be an exampleof narrowAl.

Machine Learning is simply a way of achievingAl. Machine

f SENYAY3I Aa | gl& 2F GiONIXAYyAy3IE |
K2gd GC¢NIXAYAYy3IéE Ay@2t@Sa FSSRAy3
MACHINE algorithmandallowingthe algorithmto adjustitself andmprove.

LEARNING

To understandthis, f S fo6k3at the ability of a machine to
recognize an object in an image or video). You gather hundreds of
thousandsor evenmillionsof picturesand then havehumanstag

them.

For example, the humans might tag pictuteat have a cat in them versus those that do not. Then, the
algorithm tries to build a model that can accurately tag a picture as containing a cat or not as well as a
human.Oncethe accuracyevelis highenoughthe machinehasy 2 ¢ & f Shathfablddkslike.
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DeepLearningis one of the approaches tMachineLearning.

Deep learning was inspired by the structure and function of the
brain, namely the interconnecting of many neurons. Artificial
Neural Networks (ANNSs) agdgorithms that mimic the biological
structureof the brain.

DEEP -

LEARNING

In ANNs,there are & y' S dzNhighihéve discrete layers and
O2yySOitAzya G2 20KSNJ aySdz2NRPy&asd 9
feature to learn, suchas curves/edgesin imagerecognition.L G Q &

this layering that gives deep learning its name, depth is created by using multiple layers as opposed to a
single layer.

What are neural networks?
NeuralNetworks ighe old name forDeep Learning.

Neural networks are a meansading machine learning, in which a computer learns to perform stasie
by analyzing training examples. Usually, the examples Haeen handabeled in advance. Aabject
recognition system, for instance, might be fed thousands of labeled images of casgsh coffeeups,
andsoon, andit wouldfind visualpatternsin the imageshat consistentlycorrelate with particularlabels.

Modelledloosely on the human brai, neural net consists of thousands of simpl®cessing nodethat

are densely intercof SOGSR® az2aid 2F G2RIFI2Qa ySdaNIt JKE&QNBE :
GFSTRRNIB I NRZ £ YSI vy Atfraughitten iin onRoné directiog. @rSikdividualode might

be connected to several nodes in the layer beneath it, from whiokcitives data, andeveralnodesin

the layer abovet, to whichit sends data.

¢t2 SIFEOK 2F A0a AyO2YAy3ad O0O2yySOGA2yas || yeviv&k gAf |
is active, the node receives a different data itena different numben over each of itgsonnections and

multiplies it by the associated weight. It then adds the resulting products togettielding a single

number. If that number is below a threshold value, the node passes no data to thdayext If the

number exceedsk S (G KNBaK2f R @I fdsST (KS y2RS aFANMBSEIE 6K
sendingthe numbert the sumofthe weightedinputst alongallits outgoingconnections.
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When a neural net is being trained, all of Wegights and thresholds are initially set to random values.
Training data is fed to the bottom layer the input layert and it passes through the succeeding layers,
getting multiplied and added together in complex ways, until it finally arrives, radicaligformed, at

the output layer. During training, the weights and thresholds are continually adjusted until training data
with the samelabels consistentlyield similaroutputs.

Al: Predictions for the future
Al points to the future where machines nonly do all the physical work, but also a lot of the thinking
work like planning, strategizingndtakingdecisionsThefollowingscenariosnayhappen.

Al influencing global politic8ecause of tariffs and import/export restrictions by the US, China is
trying to become selfeliant in the research and development of Al. FB, Twitter, Instagram and
WhatsAppare influencinghow users take decision, soced well apolitical.

Al moving towards transparengy ! L G SOKy 2t 238 ¢ a giag SlRithoud |
knowing how it was happening. Now, with knowing what decisions are being taken, Al is being
monitoredto understandhow decisionsre beingmade, data ideingmined andcorrelated.

Al and Automation in every business Al will influence all businesseslike Finance, Retalil,
Manufacturing and Legal. It will also affect support functions like HR (for hiring and firing) and
supply chains(logistic decisions).

Al will create more johsAl will create more jobs than those that are IdRepetitive tasks, manual
taskswill be replacedby Al.So,cashiersandwarehousenorkersmaylosetheir jobsto automation.
Doctors and lawyers will use Al as a tool to help them it their tasks, so they il do more
work with the help of Al. By Al will create more new types of jobs which requirpeoplein a
supervisoryor advisorycapacity.

Al will be used as Assistanslexa, Siri, Google Assistant will be a part of our lives in more ways
than can be imagined. Ordering Pizzasanging calendar, planning schedules will now be done

us by such assistants, andws use them more and more, they will become more efficiearid
predictivein offeringus theseservices.
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Machine Learning z How it works and why we need it?

Machinelearningis a method of data analysisthat automatesanalyticalmodel building. It is a branch

of artificial intelligencebased on thddea that systems can learn from data, identify patterns and make
decisionsvith minimal humarnintervention.

al OKAYS tSINYyAY3 A& | (el 2F INGAFAOAIE AydGSttad

to program them. The computers apgogrammed in a way that focuses on data that they receive. This
ySé RIFEGEFE OFy (GKSYy KSfLI GKS YIOKAYS afSIENYyéE oKL
Ayaill yO0S:z ¢KSyYy || @ARS2 6So0aAridsS adzaarpraféréncetbasetiz JA S
onyour pastchoices.

What's required to create Did you know?
good machine learning Y
ul In machine learning, a target is called a
systermns? g atarg
label.
Data preparation capabilities. 7 ) In statistics, a target is called a
. . d dent variable.
Algorithms — basic and advanced. A epenaent variabie
) I
. . . Avariable in statistics is called a feature
Automation and iterative processes. ; ) ) )
= & in machine learning.
Scalability. L L
A transformation in statistics is called
Ensemble modeling. feature creation in machine learning.

Who uses Machine Learning?

Financial Services:

Banksand other businessesn the financial industry use machine learning technologyfor two key
purposesto identify important insights in data, artevent fraud The insights can identify investment
opportunities, or help investors know when to trade. Data mining can also identify clients withiskgh
profiles,or usecybersurveillance tginpoint warningsignsof fraud.

Government Agencies:

Governmentagenciessuch as public safety and utilities have a particular need for machinelearning

since they have multiple sources of data that can be mined for insights. Analyzing sensor data, for
example jdentifieswaysto increaseefficiencyandsave money. Machine learning can also helpdetect

fraud andminimizeidentity theft.

Healthcare:

Machine learning is a fagirowing trend in the healt care industry, thanks to the advent of wearable
devices and sensors that can use data to assess a patient's health in real time. The technology can also
help medical experts analyze data to identify trends or red flags that may lead to improved diagndses
treatment.

Retail:
Websites recommending items you might like based on previous purchases are using machinetiearning
analyzeyour buyinghistory. Retailersrely on machinelearningto capturedata, analyzeit and useit
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to personalize a shopping experience, implement amarketing campaigrpriceoptimization,
merchandisesupplyplanning andfor customerinsights

Oil and Gas:

Finding new energy sources.Analyzingminerals in the ground. Predicting refinery sensor failure.
Streamliningpil distributionto makeit more efficientand costeffective. Thenumberof machinelearning
use caseor thisindustryisvast¢ andstill expanding.

Transportation and Logistics:

Analyzing data to identify patterns and trends is key to the transportation industry, which reliealong
routes more efficient and predicting potential problemsto increaseprofitability. The data analysis and
modeling aspects of machine learning are important tools to delivery companies, paligportation
andother transportationorganizations.

Machine Learning Methods:

Supervised Learning:

Supervised learning is commonly use@pplications where historical data predicts likely future events.
Forexamplejt cananticipatewhencreditcardtransactionsarelikelyto be fraudulentor whichinsurance
customer idikely tofile a claim.

Themost commonfields of usefor supervisedearningare price predictionand trend forecasting
in sales, retail commerce, and stock trading. In both cases, an algorithm uses incoming data to
assesshe possibility andalculatepossible outcomes.

Unsupervised Learning:

Unsupervisedlearning works well on transactionaldata. For example, it can identify segmentsof
customers with similar attributes who can then be treated similariparketing campaigns. Or it céind
the mainattributes that separate customesegments froneachother.

Digital marketing and ad tech are the fields where unsupervised learning is used to its maximum
effect. In addition to that, this algorithm is oftenljed to explore customer information aadjust
the service accordingly.

Semi-supervised Learning:
Semisupervised learning is useful when the cost is too high to allow for a fully supervised process.
Example®f this includeidentifyinga person's facenawebcam.

Legal and Healthcare industries, among others, manage web content classification, image, and
speechanalysiswith the helpof semisupervised learning.

Reinforcement Learning:
Thisis often usedfor robotics,gamingandnavigation With reinforcementlearning,the systemdiscovers
throughtrial anderror whichactionsyieldthe greatest rewards.

Modern NPCs (ngplaying characters) and other video games use this type of machine learning
modela lot. Reinforcement_earningprovidesflexibility to the Al reactionsto the player'saction
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thus providingviable challengesForexample the collisiondetectionfeature usesthis type of ML
algorithmfor the movingvehiclesand people inthe GrandTheft Autoseries.

Sometruths about Deep Learning:
Deep Learning in not Good Old Fashion Al (GOFAI)

Expert systems, semantic web, deductive logic systems etc. are
examples of systems that are based on symbolic logic. These
systems are typically associated with Al. These do work, however
they have one short coming, they are unable to effectively learn
from the data.

A

Deep Learning is Radically Different from Machine Learning

Machine Learning in its most basic distillation is “curve fitting”. That

0 is, if you have an algorithm that is able to find the best fit of your
0 mathematical model with observed data, then that's Machine
Learning. DL at its earlier incarnation was about “curve fitting”,

0 however it has progressed beyond that in recent years. Deep
0 Learning Meta-Learning should be a big indicator to anyone that

this is indeed very different.

£

Deep Learning does not mimic Biological Brains

The architecture of DL are no where close to a biological neuron in
structure. Even in behavior they are different, biological neurons
work on spiking behavior, DL system work in a continuous
dynamical system. Some DL systems use Artificial Neural Networks,
but that is just historical terminology that exists to this day. Anyone
explaining DL in terms of biological neurons really doesn’t know
what they are talking about. DL isn't designed to ‘mimic’ biology, DL
just happens to be a computational architecture that learns
surprisingly well.

o \\ Deep Learning is not Artificial General Intelligence

DL can do some fantastic things like cross translate between
different human languages and read out captions from
images. However, the intelligence is really specialized and
narrow. Sure DL can drive cars, but that's nowhere near the

capability of AGI.
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Deep Learning is not “Just Math”

There was a Wired article titled “Deep Learning isn't a Dangerous
Genie, it is Just Math”. This is really the most vacuous statement I've
heard! It is like saying that computers are just boolean circuits or
brains are just made up of neurons or DL are made up of layers
that are described using mathematical functions. It doesn't explain
the emergent complex behavior you find in computers, brains and
DL systems.

Deep Learning is not Statistics

Classical statistics is about analyzing data using aggregate
measures. DL systems however work in a domain that statistical
methods do not apply. That is high-dimensional data with high
mutual information among the variables. Simplifying i.i.d.
assumptions are simply not applicable.

Deep Learning is not Big Data \\

Big Data is a technology that is based on the idea that if you are
able to store and compute through a massive amount of data,
typically hosted in hundreds or thousands of off-the-shelf
computers, then you can gain insight. DL is an algorithm that can sit
on a single machine and can incrementally, special emphasis on
incrementally, process your data to learn from it. Big Data can
crunch massive amounts of data, but just because you can process
a lot of data doesn’'t mean you can derive insight or learn from the
data. One last point, unlike Big Data, DL doesn't need a lot of data
to be useful.

wo |

b \\ Deep Learning is not understood by Data Scientists

Data Scientists are trained to do modeling of data, feature
engineering and data analysis. DL just does what a Data Scientist
does but without a human in the loop. This is actually a bit of an
exaggeration. The reality is that most Data Scientists trained in

\ other methods have not come up to speed with DL techniques.
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ANN or MLPs were developed way back in the 1950s. DL systems 7 f’n

originate from this earlier work, however in recent years they've [( [ A
evolved to new kinds of models like Convolution networks, Long L} ‘ 2
Short Term Memory, Residual Networks etc. The field has a much : —
richer collection of concepts that existed when you studied it in i ‘ )-'fJ
graduate school.

L=

&5

99

Exercises to assessunderstanding of the concepts

1. You go to @&hopping mall and purchase some provisions. You are a regular customemnudithe
Doyouthink Alis beingusedin this situationto make your shoppingetter?

2. You order foodthrough an onlinedelivery app frequently. Is Al influencing youordering
decisions?

Assignments to test assimilation of knowledge
1. Write three situationsin your daily life,where Alis comingto youraid.

2. Can you think of how Al can be used to make life easier for senior citikdssifon a few
instances.

Practical Assignments using common tools

1. Using any popular sear@ngine(Google, Bing), type any word in the seahtx, and notelown
the automatic suggestions that are being displayed. Note down how many of thetzparally
relevantor relatedto curent happenings.

2. Use any woreprocessor to type a small report on any topic or type a small SMS on your
smartphone. Deliberately make spelling mistakes, or grammatical mistakes. Note down the
suggestionshat arebeingoffered by the in-built speltcheckutility.

Identify a few websites/portalswhichusechatbots toenhance useexperience.

Installany activity trackeron your android smartphone and study which health parametersit
monitors.

5. Using any seareléngine, find out which Indiahealthcare companies have products that use Al
andmakea listof the same, withthe featuresthat they offer.

6. UseGoogletranslateto gettranslationsfrom Englisito Kannada/Hindi/Marathiand vice
versa.

7. Use Google assistant on any android smartphone to dictate commands and to launch apps, You
cantry this inyour localanguage.

8. Downloadthe NASAsimulatoron your smartphoneand find out about our solar systemand
outer spacethroughsimulations.
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Note: The trainer is instructed to encourage the students to work in groups@3 @Rd discuss the
aboveexercisebeforesubmittingthe same

Frequently Asked Questions

What is Artificial Intelligence?

9 ArtificialIntelligenceiswhena softwareor a particularmodeldevelopedcanperform complex
tasks on its own without requiring any assistance from humans. Atrtificial Intelligence is a field
of study consisting of various sdilelds, including machine learning, deep learningural
networks,computervision,naturallanguageprocessingandsomuchmore.

How powerful is Al?

1 The power of Al depends on the capability of the researcher working on the computation of
the program. As of now, Al is quite powerful to solve a setasks that is assigned to it
STFFTAOASYyGfe YR STFFSOUABSted | 26SOSNBwap G KI ay
from that point.

Will Al steal our jobs?

1 The demand for skilled Al specialists is growing faster like never bé&erpiirements and
open positions for experts in the subfields of Al like machine learning, deep learning,
computer vision, statistics, and natural language processing are growing each day. So, Al will
pave the way for more jobs for humans to control thehiumans are intellectual beings.
Hence Alwill simplifythe complexityof humanwork but g 2 ya@tiiallytake awayour jobs.

CanAl take over the world?

1 Artificial Intelligencehascomea longway and developedinto a uniquefeature of the modern
world. Despite the advancements in Al, most of the tasks are still done under some kind of
humansupervisiorin the workingor the developmentstages.

1 Artificiallntelligencesalsolimited to be the particulartaskthat it isprogrammedo complete.
So,asof today,Altakingoverthe world is unlikely.

What are the advantages of Al?

1 Apart from the massive job opportunities created by Al, it also has other advantages, such as
the completion of looping or repetitive tasks that humans neegésform without making
errors.

9 Artificial Intelligence, similar to a computer program, cannot tire and hence has the capacity
to work all daylongon a particulartaskuntil the desiredresultsare accomplished.
1 They have the ability to perforrfaster computations compared to human speed on a wide

range of problems with precise results. They also have tons dfifeapplications to make
our dailylivessimpler.

What are the disadvantages of Al?

1 The construction of Artificial Intelligence models from scratch can sometimesbe time-
consuming and resourcefully exhaustive. Building such models may not be possible on a
regularPC.

1 The deployment of Artificial Intelligence models can also be quite expensive in some cases.
Also, themaintenance costs in case of malfunctioning of the Al models in peculiar cadas can
annoyingto dealwith andsolve.
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1 Alcannotbe usedto accomplishmore superiorandintellectualtasks,asof today.

What are the applications of Al?

1 ArtificialIntelligencein the naturalworld hasawide varietyof applications Thesdancludeyour
journey from the start of the day till the end of the day. When you usually start your day with
your smartphone youmakeuseof the Al capabilitiesof smartfacelockor other fingerprint Al
measuredo unlockyour phone.

1 Then you decide to google something, you are greeted with Al features of autocomplete and
autocorrect, which utilizes technologiesof sequenceto sequencemodeling. Apart from
smartphones,Atrtificial Intelligence has tons of other applications,including email spam
detection,virtual assistantsghatbots,opticalcharactemrecognition,andsomuchmore.

9 Artificial Intelligence also finds its applications in mather fields, such as topics rangifngm
robotics, medical sciences, logistics and transportation, finances, and tons moresatilityes
in industries.

Do you need to be a genius to start learning Al?

1 No, not necessarily. Artificidhtelligence is a field containing a lot of sfiélds. It is worth
investing your precioustime to gain further knowledgein the subject of Al if you are
particularlyinterestedin the variousintriguingconceptsthat are offered by learningAl.

1 While learning Al from scratch might sometimes be hard at the beginning, it becomes more
interesting and cool as you proceed to invest more time learning numerous concepts related
to Al. You will gain exposure to mathematics, programming, machine leaardgso much
more that will expandyourvastknowledge.

1 Evenifyou find that the field of Artificial Intelligence is not suitable for your partisuknests,
it is still totally fine aslongasyoulearnsomethingaboutthe numeroustopicsof Al.

1 The knowledge you gain from learning Al can be partially or completely utilized for various
softwareapplicationsandjobsaswell.

How will artificial intelligence affect healthcare?
1 Al can lead to better care outcomes and improve the productivity affidieficy of care
delivery.It canalsoimprovethe dayto-daylife of healthcarepractitioners letting them spend
moretime lookingafter patientsandin sodoing,raisestaff moraleandimproveretention

Which is the best application of Al in the healthcare sector?

1 Some of the beneficial applications of Al for healthcare purposes would be administrative
workflows,imageanalysisrobotic surgery virtual assistantsandclinicaldecisionsupport

Will Al in healthcare make doctors redundant?

1 Alcanenhanceclinicalproductivitydueto its ability to handlealargecapacityof tasksthat are
well suited for automation. Al can reduce the burden of clerical work of physician's thus
improving the quality of care and allow them to spend more time vg#iients and the
healthcareteam

What do you understand by the term robotics?

1 Robotics is a combined branch of engineering and science which deals with the study of
development, operation, and control of intelligent robots. Robotics is a parirtificial
intelligence Roboticgechnologyis usedfor the developmentof machineswvhichcanperform
acomplexhumantaskin averyefficientway.
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What are various types of sensors used in the robotics?

9 Various types of sensorssed in robots include light sensors, sound sensors, temperature
sensorsproximity sensorsacceleratiorand navigationsensors.

What can adigital assistant do?

1 A digital assistant pulls data from multiple sources and puts it into conrdektanced natural
language processing gives it the ability to process what you are saying or typing. Advanced
natural language understanding (NLU) gives it the ability to parse what you say or type and
then generateaccurateanswers

Is achatbot adigital assistant?

1 Datadriven and predictive (Conversational Al) chatbots are also called a Virtual Assistant or
Digital Assistant. Apple's Siri and Amazon's Alexa are examples of cormienézd, data
driven,predictiveAl chatbots

What is autonomous software?

1 Anautonomoussystemisonethat canachievea givensetof goalsin a changingenvironment
¢ gathering information about the environment and working for an extengedod of time
without humancontrol or intervention.

What technologies are needed for autonomous vehicles?

1 There are several critical technologies behind safe and efficient autonomousvehicle
operatiort Al, safety and security, cameras, network infrastructure, and the sensor
technologiegadarandlidar, or laserlight radar.

Why are autonomous things important?

1 Autonomousthings are fundamentally important because theyrepresent the first real
disconnection of machines from explicit human guidance. Humans are used to programming
things, but are not used to them acting in autononsoways. Sefdiriving vehicles are still
makingtheir way onto the roads.

Note: Trainershouldencouragediscussiommn theseFAQsand motivate studentsto comeup withdifferent
answers
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2. DATABASEMANAGEMENTFOR DATA SCIENCE BIG DATA ANALYTICS

Context

Instagramthe socialnetworkingappfor sharingphotosand videos, launchedin 2010. Today, it boasts
800 million monthly active userand is owned by Facebook. There 78re millionphotos
uploaded to Instagram every day. People interact with each of those posts by showing veeiitlo a
heart, commenting and using hashtags. What all of this activity does is create an enamoust of
data. Onceanalyzed by humansaswell asincreasinglythrough artificial intelligencealgorithms,it can
provideincrediblebusinessntel andinsights. Throughthe supportof tags andtrending information, the
userscanfind photosand postson particulartopicsor activities,events,and

alsofor exploringexperiencestrendingrestaurants, angblacesaroundthe globe.

Now how does this function work?

Basically, Instagram recognizes accounts that are more or less similar to one another by adopting a

Y OKAYS  SI NYAyY 3word Enthéddinglj ®zS¢ KiIASNYBROKY A lj dzZS RSOA LIKSN
wordsappearin the text in orderto measurehow connectedthey are.Instagramusesthe sameechnique

to decipher anccomprehenchow connected any twaccountsareto eachother.

Key Concepts

Big Data Analytics
After completingthis pathway,youwill:
1 Understandhe importance ofBigDataAnalyticS BDA)N different fields
1 Get anoverviewof the conceptsof BDA
1 Learnhowto performdataanalysisn Excelusingpivot tables andpivot charts
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Big Data Analytics z Introduction

Companies feel big data is very

important for transformation
into digital Executives agree that companies
that do not embrace Big Data will
8 9 % lose their competitive position and
Enterprises have launched could face extinction
advanced analytics and Big Data
initiatives for greater accuracy and
accelerated decision-making
Executive have pursued
Big Data projects to seize a
competitive edge

$99-31 B Hadoop and Big Data Market

projected growth in 2022

attaining a 28 5% CAGR
Big Data applications and
analytics’ projected growth in
2026 from $538in 2018

Data Analytics Process

@\f\/‘@\/“

N

Data Info Insight Analysis

Sources of Big Data

Data from

Data from social Unstructured  Geospatial/-
visualization  networks data location
Advanced 150 information  Social media/-
analytics or = monitoring/
analysis r@ (o} mapping
( jE‘
o B % IR !. ? Telematics

files 2 / - :m

=0 4 S =

(\)
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Big Data Tools and Technologies

Apache Hadoop Apache Hive Apache Mahout Apache Pig Apache Thrift

. J x._‘l"
R & < @

Apache ZooKeeper Apache Kafka Apache Spark NoSQL

D A

-\w

CaseStudy
How Amazon uses Data Science
Dat
Flar amazon
N——)

How Amazon uses Data Science

Uses Tracking the user Understands Faster process
recommendation to understand the technicalities  of shipping
based system(RBS) the mindset (habits) Preciciive Sfbitice
Drones

UTUF
N ——)

Usesrecommendation -based system (RBS)

Through this technology, it gathers data from their customers (Can also be called Big Data). Ti&tanore
they have the better it is for them because once they understand what the user wants, they then
streamline the process and try to encourage the customers to purchase the products. RBS seeks and

predictsthe & NJ (oAdyLINS F S NB ywaulsl givetlo andtzinS NJ
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Amazon’s Recommendation Engine

AmazonS3 - ‘ D
Storing user data @ Loading Data @ d'n' mo:h
::4 inventory /0 \ B R wee
lormation in TR e Tz ) -
Amazon 53 Q Data Inspection {f rm od'a *'9 @}_—
L+ | AmazonPersonalize 0o Feature mo’? ':" ] [ o
7 et Masabing e S 3 Pono::linﬂon APl
</> ,,“:'d‘,l,:":,ﬂ' s e Using the user actity
A cotrect algorehms and J% il o Model Hosting stream 1o produce
s the Right Algorithm || =3
ize APl = tnining and optimizing a recommendations.
A"‘.”“w' ."9' '::d‘ personalization d::d for da e oithe
antomizing ta Selecting Creation
Amazon Personalize APY hypee-panmaters ] ¢
to create a flow of user == realdime caches
wtivity.

Database Management for Data Science
After completingthis Pathway youwill:

1. ExplainDatabaseandits different types

2. Advantage®f Database

Introduction to Data

Data are individual facts, statistics, or items of information, often numeric, that are collected through
observation. In a more technical sense, data are a set of values of qualitative or quantitative variables
aboutoneor more person®r objects,while adatumis a singleralueof asinglevariable.

Definition of Database
! RFGFrolasS Aa RSTAYSR la
accessiblén variousways.

z A

Q)¢

Database Management Systems (DBMS) refer taghknology solution used to optimize and manage
the storageandretrievalof data fromdatabases.
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Types of database

Relational Key-Value Column-Family
@ value I T
118
Document

Analytical (OLAP)

48



DIGITAIFLUENCEMANUAL

Why use databases (Advantages)?

Manages large
amounts of data

Easy to research data

Data Integrity

Lab Session

1. Prepare a chamepresenting the data storage units and give relevant-meaifld examples belonging

to each category.

2. Prepareaword processoreport listingany fiverealtime casestudiesof bigdatausages inndia.

Frequently Asked Questions

What is data science?

Data science is an interdisciplinary field that uses scientific methods, processes, algorithms
andsystemdo extractknowledgeandinsights fromnoisy, structured and unstructuredata,
and apply knowledgeand actionableinsightsfrom data acrossa broadrangeof application

domains.

Acaurate

7= B

DATABASE

Easy to update data

Security of data

What is the need for Data Science?

The reason why we need data science is the ability to process and interpret datendibliss
companiesto make informed decisionsaround growth, optimization, and performance.

Demandfor skilleddatascientistssonthe risenow andin the next decade.

49



DIGITAIFLUENCEMANUAL

What is Data Scienceuseful for?
Data scienceis a process that empowers better business decisionmaking through
interpreting, modeling, andeployment. This helps in visualizing data that is understandable
for business stakeholders to build future roadmaps and trajectories. Implementing Data
Science for businessemow a mandate forany businestookingto grow.

How Facebook UsesData Analytics To Understand Your Posts?
With 1.2 billion people uploading 136,000 photos and updating their status 293,000p&nes
YAYydziS 2y ClFOSo6221=% Al O2y(iNARoO6dziSa G2 dzyaidN
guantifiedand put into rows andtablesfor computeranalysis).
Textual analysis A large proportion of the data shared on Facebook is still text. Facebook
uses a tool it developed itself called DeepText to extract meaning from words we post by
learning to analyze them contextually. Neural wetks analyze the relationship between
words to understand how their meaning changes depending on other words around them. It
learns for itself based on how words are used. It can easily switch between working across
different human languages and apply whiahas learned from one to another.It can easily
switch between working across different human languages and apply what it has Iéeomed
oneto another.

How Facebook Uses Data Analytics To Understand Your Posts And Recognize Your

Face?
Facial recognition Facebook uses a DL application called DeepFace to teach it to recognize
people in photos. It says that its most advanced image recognition tool is more successful
than humans in recognizing whether two different images are of the saenson or notg
with DeepFaceacoringa 97%successate comparedo humanswith 96%.

Reference:

1. Digital101 Courseoffered by FutureSkillPrimePlatform
Whydo we needa Database (tutorialspoint.com)
RelationaNMersusNonrelationalDatebaseg StoringDatain AWS Pearson T Certification
https://www.simplilearn.com/howfacebookis-usingbig-data-article
https://www.talend.com/resources/biegdata-smaltbusiness/
https://analyticsindiamag.com/togB-fagsabout-data-scientistsin-india-answered/
https:// www.bigcommerce.com/blog/ecommereanalytics/#typesof-ecommerce-analytics

NoO~wDd
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3. Internet of Things (loT) and Industrial Internet of Things (lloT)

An Overview of |oT( Internet of Things):

IoT is a buzzword today. Everyone UBEE but we are unaware that we are actually making use of this
technology. So, since 10T is such an integral part of our lives, it makes sense to get more knovitesige of
emergingtechnology.

Using our mobiles, we are adjusting the lighting in the house, switching on/off gadgets, monitoring the
CCTV footage, opemjfclosing doors and gates and performing a lot of daily tasks. This imlthispart,

you will learn thecore concept®f Internet of Things (IoT), discover thills that are requirefor IoT and
understandhow IoT systenworks

What is 10T?

0T is & evolutionof mobile, home and embedded applications interconnected to each otbsing the
internet and data analytics, billions of devices connected to each other cegatetelligent system of
systemsWhentheseconnecteddevicesusecloud computing,analysenugeamountsof dataandprovide
services, they cachangethe wayin whichwe live our livesandconductour businesses.

The Internet of Things (loT) describes physical objects (or groups of such objects), that are embigdded
sensos, processing ability, software, and other technologies, and that connect and exchangeittiata
other devicesaand systemsoverthe Internet or other communications networks.

wsnmeer 40 = 50

The Internet of Things o become conneceel | | M12003:2010: sesimaed BILLION T M o \ﬁ :
an object must be able fo:  : to grow fo of Sensors 2
The Infernet of Things (IoT) : ‘l o o 20 o s oot :
connects machines and : = sors enable loT.
Capture : L Every objec, even
devices to one another. loT can data H = - the human bod :
help all industries become more : : Sttt :
Slisslasdlanaliss el i things connected fo the That's roughly 5 connected devices | :
data $ internet per person on earth! : —
: : e
1

........................................... m ................... gf;ﬁ"::':?c:‘:gc';x::sy m
THE INTERNET OF THINGS  viisoicirre o

EVOLUTION OR REVOLUTION? between 6-9 sensors:
@ ~
The opportunities generated N ...................... Q Q CD) O

by loT far outweigh the risks & AMBIENT LIGHT ~ ACCELEROMETER  MAGNETOMETER

C: ¢ ®

AMBIENT SOUND  GYROSCOPIC

For businesses fo fully realize the great potential of loT, : i A New Economic Age
they will need fo be prepared for the risks that lie ahead. H : The 2020 annual global

M7 MOTION
COPROCESSOR

5 5 7 S : economic potential
The insurance mdus!rylts well positioned : R S ‘g
to help businesses navigate an loT world. : P ek 3 ;

$ $ 1 4 -4 A PROXIMITY TEMPERATURE BAROMETER
—r5 : 3
-~ : TRILLION :
:’i:ks: G 9 N ™) That is the current GDP of

PRIVACY  CYBERSECURITY  LIABILITY the European Union!

Costofan | Cheap sensors are

Accelerometer

accelerating the growth of loT.
2007 1 Axis: R R

Industries - . The decreu:e in cost .
currently a ~= (1] H 7 sensors has :
benefitti o™o ' = : elled the number :

- benefitting S— : " i of ted devices: 8 .
from loT: AUTOMOTIVE BANKING MARINE PROPERTY ENERGY AEROSPACE HEALTHCARE MANUFACTURING FOOD T°d°y 6 Axis: o‘nn"ec e.e“‘es e

: Driverless cars, worker accident prevention (IIeaa Biometric banking, smort TVs & thermostats

Hll Decision Making [ECEERSNIENTS (I Risk triggers, electrical networks & predictive maintenance

$0.5
'O‘
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Google Nestz An example of IoT

Google Nest: An attempt to "create a more
thoughtful home". |

Gocglg

- This home automation product includes:

internet-connected security cameras for inside and outside the
home

- thermostats that use motion-detecting sensors to detect when
the owners are about

- acamera-equipped doorbell

- amovement-detecting alarm system and smoke detector

- Also gathers data from other products - including cars, ovens,
fitness trackers and even sensor-equipped beds - to help "save
energy... and stay safe".

Examples of 10T in Banking

For organizations in retail banking, faster payments, improved operability (to support the move to open
banking) and more responsive mobile services are the main points of focus for innovation. loT offers
retail banks an opportunity to gather more information on customers, offer more personalized
experiences andanproveefficiencies. Hereye look at some navelexamplef 10T inretail banking.

Wearables Many banks now provide applications for popular wearables like Apple Watch and FitPay,
which isalready working with the Bank of Americdome banks have evéunched their own devices,
with Barclays unveilingPaywearalle contactless paymergolutions andther wearablebands.

Connected Car€onnected cars not only have the potential to improve customer relationships, but also

boost revenuesBut smarter vehicles represent an opportunity for banks, too: for example, Idea Bank

runs a fleet of cars, each customized withiategrated searity deposit box and an ATNvhich can visit

0KS O0dzai2YSNE NIGKSNI KFy @GAO0OS OSNBERIF® ¢KS ol ylQa
mobile, carbased ATMs idree timeshigherthan at the branch.

Banking at homeWith loT, itisnowpossift S (12 LI} & GKSANJ oAffa GKNRdIAK !

integrating its API with the smart speaker to enable users to carry out balance queries and payments
throughvoicecommands.

loT Architecture:
Thefour stages ofoTArchitectureare g
1. Sensorsand actuatorsg Sensindayerfor DataGathering
2. Internet gatewaysand DataAcquisitionSystems; Network layerfor DataTransmission
3. Edge I'F DataAnalyticspre-processing
4. Datacenterandcloudg Appsé& services
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Primary Analog data sources Devices, Machines, |

@ —

Security

1
! People, tools, Cars, Environment, Building ete SW Stacks:
H Data Flow:
Control Flow:
B 2
L H e 4
Sensors = “
n== .
Analvtics

@

Ecosystem

Internet
Gateway/Data
Acquisition
System

,T\THF EDGELAYER

e U e
@ ‘(pm-pmss-ns)l* |

ul

Services

1> 1//’\

Data
Center/Cloud

Management
Control

Aunalytics

Management
Control

Analytics

Management
Control

B

] [ eIl

Sensors

Sensehe physicakenvironment

Actuators

Affectthe physicakenvironment

Virtual Objects

Electronidickets, AgendadBooks Wallets

People

Ex.:Humanscancontrol the environmentviamobile apps

Services

Ex.:Cloudservices; canbe usedto:

w Procesdigdata andturn it into valuableinformation
w Buildandrun innovativeapplications

w Optimizebusinesgprocessedy integratingdevicedata.

Platforms

Type of middleware used to connect lodmponents (objects, people, services,
etc.)to loT.Providenumerous functions:

w Accesdo devices

w Ensuringoroperinstallation/behaviorof device

w Dataanalytics

w Interoperableconnectionto localnetwork, cloudor other devices.

Networks

loTcomponents are tied together by networks, using various wireless and wirg
technologiesstandardsand protocolsto providepervasiveconnectivity.
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loT Security:

0T Security is key for the secure development and secure operatimalabde 0T applications and
services that connedhe real andvirtual worldsbetweenaobjects, systemandpeople.

loT Security happens on four different levels
Device, Communications, Cloud, and Lifecycle Management

User Device(s)

Gateway Connection Cloud Applications

loT
Solution
elements

288
= €m0

@¥» Secure Device (Hardware)
@&E%® Physical security
@&E¥» Data at rest

5 @&X%EP» Chip security

Security )

compo- @&X¥» Secure booting
nents @&XEp» Device authentication
&X' Device identity

2.4 ]

@ XEW Risk assessment
@LE» Policies & auditing
@XEP Activity monitoring

CRM ERP

= oD

“E» Secure Communications  (€X»  Secure Cloud
@&FE®» Access control @Xxw» Data at rest
@XE» Firewall /IPS / IDS @EF» Platform & application
&FE» End-2-End encryption integrity verification

@5 Unified threat management

Secure Lifecycle Management
@ I¥» Updates & patches @I User awareness assessment
@& » Vendor control @XEP Secure decommissioning

Source: loT Analytics
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Future of IoT:
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Advanced Machine
Learning
/ ...... \ / oy \
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Virtual Realsty and Blockchain Conversational Systems
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Hereare 10 predictionsabout the future of loT

1. By 2025, it is estimated that there will be more than to 75 billion 10T devices
In 2016, there were more than 4.7 billion things connected to the internet, according to I0OT
AnalyticsIn2021,the marketwill increaseto nearly35billion 1oT devices.

2. Cybercriminals will continue to use IoT devices to facilitate DDoSattacks
In 2016,the world wasintroducedto the first & L y (i & BJIK & iindAld@aget astrain of malicious
software that can infect connected devices such as DVRs, security cameras, and medd@ai
malwareaccessedhe devicesusingdefault passwordandusernames.

What happened next? The malware turned the affected devices into a botnet to facilitate a
Distributed Denial of Service (DDoS) attack, which aims to overwhelm websitéstesitiet traffic.

The attack ended uffooding one of the largest website hosting companies in the wéridginga

varietyof major, well-knownwebsitesand servicedo a halt for hours.

CKA& LI NIOAOdzE F NJ AaGNIAY 2F YIfglrNBE Aa OFftftSR az
anyoneto modify.

3. More cities will become OO AOO6
| 2yadzySNAR 62y Qi 6S GKS 2yfeée 2ySa dzaiy3d L2¢ RSO,
smart technologiedo savetime and money.loT will be used for maintaining infrastructure,
controllingtraffic congestionaddressnvironmentalconcernsandoffer residents bettersecurity.

That means cities will be able to automate, remotely manage, and collect data through things like
visitor kiosks videocamerasurveillancesystemshpikerental stations,andtaxis.

4. Artificial intelligence will continue to become abigger thing
Smart home hubs, thermostats, lighting systems, and even coffee makers collect data on your
habits and patterns of usage. When you set up vaioetrolled devices, yoallow them to record
what you say to them and store those recordings in the cloud. In most cases, the data is collected
to helpfacilitatewhat iscalledmachinelearning.

5. Routers will continue to become more secure and smarter
Because most consumer 0B @A OSa NBAARS Ay (GKS K2YS FyR OlyQ
on them, they can be vulnerable to attacks. Why? A lot of manufacturers work to get their lIoT
products to market quickly, so security may be an afterthought. This is where the home ptayter
a very important role. The router is essentially the entry point of the internet into ioare.

While many of your connected devices cannot be protected, the router has the ability to provide
protection at the entry point. A conventional router prides some security, such as password
protection, firewalls, and the ability to configure them to only allow certain devices on your
network.

Routermakerswill likely continue toseeknewwaysto boostsecurity.

6. 5G Networks will continue to fuel 10T growth
Major wirelesscarrierswill continueto roll out 5Gnetworks.5Gt fifth-generationcellulawireless
T promises greatespeedandthe abilityconnectmore smartdevicesat the same time.
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Faster networks mean the datecumulated by your smart devices will be gathered, analyzed and
managed to a higher degree. That will fuel innovation at companies that make 10T devitemand
consumer demandor new products.

7. Carswill get even smarter
Thearrivalof 5Gwill shift the auto industryinto a highergear.Thedevelopment ofdriverlesscars
T aswell asthe connectedvehiclesalreadyon the road t will benefit from data movingfaster.
By 2025,100%0f the vehicles will beconnected.

You might not think of your car as arternet of Things device. But new cars will increasiagblyze
your data and connect with other 10T deviaesncluding other higktech vehicles on fourheels.

8.v ' @rfival will also open the door to new privacy and security concerns
In time, more 5GIloT deviceswill connectdirectly to the 5Gnetwork than viaa Wi-Firouter. This
trend will makethosedevicesmore vulnerableto direct attack.

For home users, it will become more difficult to monitor all I0T devices, because they will bypass a
central router.

Ona broaderscale the increasedrelianceon cloud-basedstoragewill give attackersnew targets
to attemptto breach.

9. loT-based DDoSattacks will take on more dangerous forms
Botnetpowereddistributed denial of service (DDoS)attacks have used infected 10T devices
to bringdownwebsites. |0T devicamnbe used tadirect other attacks.

Forinstance,there may be future attemptsto weaponizeloT devices.A possibleexamplewould
be a nationshuttingdownhomethermostatsin anenemystate duringa harsh winter.

10. Security and privacy concerns will drive legislation and regulatory activity
Theincrease inoTdevicedsjustone reasonsecurityand privacyconcernsare rising.

In mid2018, the European Union implemented the General Data Protection Regulation. GDPR has
led to similar security and privacy initiatives in several nations around the world. In the United
States Califoniarecentlypassed aougherprivacy law.

What is Industrial Internet of Things (lloT)?

Industrial 10T, or théndustrial Internet of Things (lloT)s a vital element dindustry 4.0 lloT harnesses
the power of smart machines and rei@the analysis to make better use of the data that industrial
machines have been churning out for years. The jpaidriver of 1loT is smart machines, for treasons.
The first is that smart machines capture and analyze data irtireal] which humans cannot.he second

is that smart machines communicate their findings in a manner that is simple andrfabtingfaster and
more accurate business decisions.
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INDUSTRIAL 10T NETWORK CENTRIC
©)

( INDUSTRIAL
SENSORS APPS

INDUSTRY
MONITORING N QUALITY

40
roois | gl

£
AUTOMATION

Some examplesf [loTcanbe
1. Assimple as a connectedt trap which relays information about catching a rat to a mobile
phone,
2. Slightly complex like soil sensowhich relays data about humidity amaitrient content to
asystem,
3.  Complexsystemlike smartparkingandtraffic management

SAFETY

4.  Avery complex setp like a fully automatedutomobile assembly linelaying data in real
time to humansupervisors.
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loT andlloT z A Comparison

Industrial Internet
of Things (lloT)

Both concepts : same main
character of availability,
intelligent and connected
devices.

household usage/ for
the commercial
sector

® o &
B H p!

General usages are
different manufacturing, supply chain

data management
connectivity,
* data security
secure cloud

loT = consumer usage
lloT =
industrial purposes:

monitor and management
system

IloT uses more sensitive and
precise sensors including more
location-aware technologies

industrial sector

fa &
& m
B L. o

Sl.No.

loT

lloT

It focuseson generalapplications
rangingfrom wearablesto robots &
machines.

It focuseson industrialapplicationssuchas
manufacturing power plants, oil & gas,etc.

Its implementationstartswith small
scalelevelsothere is no needto worry
about life-threateningsituations.

It usescritical equipment& devicesconnected
over a network which will causea life-threatening
or other emergencysituationson failure therefore
usesmore sensitiveand precisesensors.
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SI.No. loT

lloT

3 It dealswith smallscalenetworks.

It dealswith largescalenetworks.

4 It offers easyoff-site programming.

It canbe programmedremotelyi.e., offersremote
on-site programming.

It handlesvery highvolume of data.

It handlesdata rangingfrom mediumto high.

It requiresidentity and privacy.

It requiresrobust securityto protect the data.

It needsmoderaterequirements.

It needsstringentrequirements.

It is havingshort productlife cycle.

It havingverylonglife cycle.

O || N[O | O

It is lessreliable.

It hashigh- reliability.

Current State of lloT

HOW IS IIOT IMPROVING
OPERATIONAL EFFECTIVENESS

New solutions known as integration
platforms allow manufacturers to
retrofit older machines with sensors,
presenting a cost-effective way to
optimize existing assets.

GREATER ENERGY
EFFICIENCY

loT allows manufacturers to track
energy usage patterns by outfitting
machinery with sensors.
Organizations now have unprece-
dented visibility into energy
consumption and can use sensors to
detect anomalies

A new wave of advanced analytics
software is breaking down data silos
and bringing real-time data from all
connected systems

together in one place.

59

COBOTS BRING
CONNECTED SUPPORT
TO WORKERS

Cobots are designed with human safety as
a top priority enabling them to work right
alongside human workers. This allows
cobots to assist humans with a wide
variety of tasks traditional robots can't.

DIGITAL TWINS ARE
GAINING TRACTION

Digital twins are virtual replicas of
physical devices that allow IT teams and
data scientists to take real-world data
from sensors and run it through a series
of scenarios to learn how objects
respond to change before building them
out in the real world

EDGE COMPUTING
IS SHAKING UP THE
1IOT LANDSCAPE

Edge computing allows loT devices to
process data closer to the source.
Because data doesn't need to travel as
far as it would under cloud-based
architecture, organizations can monitor
data in real-time, at scale.
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Benefits of lloT
Topbenefitsinclude

1. Improvement of Operational Performance¢hrough increased productivity, improved plant
efficiency, asset uptime and quality, reduced operational risks, overhead costs and changeover
times.

2. Ensuring Safety and Compliandbrough creating a naturally safer environment and abiding by
health, safety and environment laws; complying with regulatory frameworks like energy, food
anddruglaws,labourlawsetc.

3. Increasing Flexibility and Agilityhrough updating and easy repn@mming of machines and
robotsto adhere toshiftingandincreasingly customized custom&quirements.

Exercises to assessunderstanding of the concepts
1. Yougoto a shoppingmall and purchasesome provisions.Youare a regular customerof the
mall. Wheredo youthink loT carbe used inthis scenarioListout the possibilities.

2. InwhatwayscanyouuseloTin your hometo maketaskseasier?Findout a few availableloT
productsthat canbe used inhomes?

HowcanyouuseloT tomakeyour classroonexperiencebetter?

4. Listout the different waysin which loT canmakethe processof evaluatingskillsand help in
conductingexaminations?

Practical Assignments using common tools

1. Usinganypopularsearchengine(Google Bing),find out how the automotiveindustryis using
loTto increaseproductivityon the shopfloor.

2. Searchandcompare a fewopularloTtoolsanddevices Surrentlybeingused.

Note: Thetrainer isinstructedto encouragehe studentsto work in groupsof 02-03 and discusghe
aboveexercisebeforesubmittingthe same

Frequently Asked Questions

What are the main parts of 10T systems?

9 10T system consists of three main parsSensors, Network connectivity and Data storage
applications.

What are security concerns related to l0T?

1 Data security and privacy are major concerns related to IoT. These devices are vulnerable to
hackingandcloudendpointscouldbe usedby hackergo attack servers.Softwaredevelopers
anddevicedesignerdaveto ensureadequatesecurityandprivacymeasures.

Are 10T and digitization the same?

9 loTis strictly an aspect of digitization (using data to drive a business), but in practi¢errise
are usedinterchangeablywith little consequence
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What is athing? What is not a thing?

1 Anything! Any tangible object in the real worldnche a thing, but data must be retrievable
from the thing for it to be considered I0T. In the crudest case, that might involve mounting a
camerain front of someanaloguedialsandtakingpicturesto recordactivities

CanAlexa be part of loT?

1 Yes. As an application user interface that is part of the 0T ecosystem, Alexa can be used to
reportor commandloTactions.

What are examples of smart devices?

1 The smartphone is an example of a smart device. It is a source afioddl data and glace
to consume loT insights. Other smart device examples includerbalig cars or sports and
runningwatches whichcollectandgivefeedbackon runnerdata.

Why should we learn about |0T?

1 Learning about lohelps IT decisicimakers propose innovations that can drive improved
business and personal outcomes. Implementing new solutions can save money and time, as
well asimprovesafetyandefficiency.

What is the role of artificial intelligence in 10T?

1 Al can be used to interpret data from IoT information obtained from the physical world,
analyzedusingdatascienceandAl.

What are examples of 0T used in devices?

1 Examplesinclude a robotic manufacturingmachine, a physicalenvironment sensor (like
temperature,humidity,andlight), or aremote-control light switch.

1 Another example involves measuring the health of each physical system on a car (engine,
brakes transmissionsatellite navigation etc.) anddeterminingif maintenancecanbe delayed
(saving money) or brought forward (avoiding breakdown or failure). By doing this, a positive
experience of the car can be maintained. This may please the owner who does not change
vehicles very often. For the planet's sake, maximizing the useverfything we make is
essential.

What devices are part of IoT?

1 Almosteverythingwe touch canbeapart of IoT,but they mustbe ableto provideinformation
directly (from sensorspr indirectly (from videocamera).

What is IoT programming?

1 loT programming involves working with data to produce outcomes. Besides using
programming languages, wddhown data analysis frameworks used in data science have a
majorroleto play.

Which language is better for 10T?

Languages usecasedependent. Python workand isa great starting place, as many know
howto useit.

Is Python good for 10T?

1 Yes, Python is great for starting and experimenting with Raspberry Pi, for example. Arduino is
anothergreatplatform for learningusingC/C++.
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Is coding required for loT?
9 10T does not always require coding. Phones driven by Alexa may download apps that require
simple configuration. At home, | use Kasa and Any.do. With other examples, the aqgmsisgt
of toolsyoucorfigureto getanswers.

References:
FutureSkillsPrime contendevelopedby MeitY-NASSCOM
Wikipedia
https://www.aig.comloT
https://www.tibco.com
Future SkillsPrimecontentdevelopedby MeitY-NASSCOM
Wikipedia
https://www.aig.comloT
https://www.tibco.com
https://youtu.be/UESKZGOXNKw
. https:// www.intel.com
. Www.aig.com/iot/
. https://internetofbusiness.com/eightxamplesloT-retail-banking/
. https://medium.datadriveninvestor.comd stagesof loT Architectureexplainedin simplewords,
PaulStokes, 2018
14. https://www.rcrwireless.com/Elementsequiredto deployanloTsolution,PhilipTracy 2016
15. https://www.globalsign.com/StrongSecurity Elementfor loT manufacturingLancenLachance,
2016
16. https://cdn-infographic.pressidium.comrhefuture of loT
17. https://lyoutu.be/AQdLQV6vhbkVhatis lloT?(https://www.IDG.Tv)
18. https://lyoutu.be/6MNOXRJI3yzBTvslloT (https://www.3g4g.co.uk)
19. https://lyoutu.be/SkaNBfUzovelowis lloTtransformingmanufacturing{www.cognizant.com
20. https://www.tiempodev.com/blog/the state-of-industriatinternet-of-things/
21. https://www.hitechnectar.com/blogs/examplemdustriatinternet-of-things/
22. https://www.travelers.com/Thepotential for connectedmanufacturing
23. https://www.ptc.com/en/blogs/corporate/benefitsof-iot-in-manufacturing David Immerman,
2019
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4. CLOUD COMPUTINGAND ITS SERVICEMODELS

Context:

Assume that you are an executive at a very big corporation. Your particular responsibilities imelkithg
sure that all of your employees have the right hardware and software they need to do theifgolbgy
computers for everyone is not enough. Yalgo have to purchase software as well as softweenses
and then provide all required software to your employees as they require. Whenever you hae a
employee, you need to buy more software or make sure your current software license alhmtser
user. It is setressful that yolhaveto spendlots of money.

But, there is an alternative for executives like you. You can hire the Remote servers owned by another
company that will host the required software. So, instead of installing a suite of geftfea each
computer, you just need to load one application. That application will allow the employees-ito iltg
aWeb-basedservicewhichrun all the programs fothe user requiredor his/herjob.

Database Storage
Client
S Control node / \_/\ l L
B I Compouter networks
Application Servers —

- 4

Thistechnique iscalledCloudComputing.

Cloudcomputingoffers your businesamany benefits.It allowsyouto set up a virtual office to giveyou
the flexibilityof connectingo your businesganywhere, any time

Key Concepts:

Cloud Computing

After completingthis study, youwill:
1 Understandhe conceptof CloudComputing.
1 Understandhe importance ofCloudComputingn different fields.

1 Understanathe servicemodelsof CloudComputing
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Cloud Computing z Introduction

The term cloud refers to a network d¢ine internet. It is a technology that uses remote servers on the
internet to store, manage, and access data online rather than local drives. The data can be anything such
asfiles, images, documents, audidgdeo, andmore.

Thereare thefollowingoperationsthat we cando usingcloud computing:
Developingnew applicationsandservices

Storagepack upandrecoveryof data
Hostingblogsandwebsites

Deliveryof softwareon demand

Analysif data

Streamingrideosandaudios

= =4 =4 =8 -8 =9

Why Cloud Computing?

IT companies, follow the traditional methods to provide the IT infrastructure. That means for any IT
company, we need a Server Room with basic needs like a database server, mail server, networking,
firewalls, routers, modem, switches, QBRuery Per Second means how much queries or load will be
handledby the server) configurablesystem highnet speed,andthe maintenanceengineersToestablish

such IT infrastructure, we need to spend lots of money. To overcome all these problem€ @iguding

comes intoexistence.

APPLICATIQN-—

S ses }\

o r !
. COMPUTg
Q)ATABASE] NETWORK
|
X SERVERS ,,:;_/
)

>\ STORAGE

g

Advantages of Cloud Computing
Cloud computing is a trending technology. Almost evasynpany has switched their services on cléwud
raisethe company growthFollowingare some importantadvantage®f CloudComputing
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Unlimited Advantages - Excellent

Jeccef of cloud Accessibility
Capacity

1. Back-up and restore data
Oncethe datais storedin cloud, it is easierno getbackup andrestore thatdatausingthe cloud.

2. Improved collaboration
Cloud applicationsimprove collaboration by allowing groups of people to quickly and easily
shareinformationin the cloudviasharedstorage.

3. Excellent accessibility
Cloudallows us to quickly and easilystore and accessinformation anytime, anywherein the
wholeworld, usingan internet connection.

4. Low maintenance cost
Cloudcomputingreducesboth hardware andsoftwaremaintenancecosts fororganizations.

5. Mobility
Cloudcomputingallowsusto easilyaccess altlouddataviaanydevice.

6. Servicesin the pay-per-use model
Cloudcomputingoffers ApplicationProgrammingnterfaces(APIs)}o the usersfor access
servicesonthe cloudandpays thechargesas perthe usageof service.

7. Unlimited storage capacity
Cloud offers a huge amount of storing capacity for storing important data such as do@jment
imagesaudio,video,etc. inoneplace.

8. Data security
Cloud offers many advanced features related to security and ensures that data is securely stored
andhandled.
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How does cloud computing work?

DVR.Webcam App a

Google Drive
Cloud Storage

d)Data
%) Flair

Cloud Computingworks by providing permissionto the user to upload and download the
information which stores. We can access the data from anywhere. A user will get the initial
amountof storageat avery lowprice.

Cloud Computing can be divided into two systems. Orimig-end and the other is bae&nd.
Thetwo ends connecto eachother with thehelp of aninternet connection.

The backend of the cloud is the system and the front end is a computer user or client. The front
end of the system has thapplication, which is used to access the cloud system. Moreover, the

backend has various computers, hardware, servers, and data storage systems that make the
cloud.

All these features and functions managed by the central server. The central server ethstires
everything runs smoothly and in a perfect manner. It is done with the help of software named
Middleware, whichalsopermitsthe network computer to communicatavith each other.

Cloud Service Models

Thereare threetypesof cloudservicemodels.They areas follows:-
1 Infrastructureasa ServicglaaS)
1 PlatformasaServicgdPaaS)
1 Softwareasa ServicgSaaS)

Application
Developers

“ Network
. Architects

Value Visibility to End Users
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Difference between laaS,PaaS,and SaaS

Thebelowtable showghe difference betweerlaaSPaaSand SaaS

laaS Paas SaaS
It provides a virtual data center to storl It provides virtual platforms | It provides web software
information and create platforms for ap| and tools to create, test, an{ and apps to complete
developmenttesting,anddeployment. deployapps. businesgasks.
It providesaccesdgo resourcessuchas It provides runtime | It providessoftwareasa
virtual machinesyirtual storage etc. environments and | serviceto the end-users.
deployment  tools for
applications.
It isusedby network architects. It isusedby developers. Itisused byendusers.
laaSprovidesonly Infrastructure. PaaSrovides Infrastructure | SaaS provides
+ Platform. Infrastructure + Platform
+ Software.
Types of Cloud:
Types of Cloud

v v v

()

PUBLIC PRIVATE HYBRID COMMUNITY
CLOUD CLOUD CLOUD CLOUD

o PublicCloud

o PrivateCloud

o HybridClou

o CommunityCloud
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Public Cloud

Public cloud is open to all to store and access information via the Internet using thgepagage

method. In public cloud, comyting resources are managed and operated by the Cloud Service Provider
(CSP). Example: Amazon elastic compute cloud (EC2), IBM SmartCloud Enterprise, Microsoft, Google App
Engine, Windows#zure ServiceBlatform.

PUBLIC
CLOUD

Google

Private Cloud

Private cloud iglso known as an internal cloud or corporate cloud. It is used by organizations teuaild
manage their own data centers internally or by the third party. It can be deployed using Openesolgce
suchas Openstacknd Eucalyptus.

PRIVATE

ORGANIZATION SECURITY

Hybrid Cloud

Hybrid Cloud is a combination of the public cloud and the private cloud. We catytaid Cloud Public
Cloud + Private Cloud. Hybrid cloud is partially secure because the services which are rutivémbhc
cloud can be accessed by anyone, whilke $ervices which are running on a private cloudlmaaccessed
only by the organization's users. Example: Google Application Suite (Gmail, Googlarigpsogle
Drive), Office865(MSOfficeon the WebandOne Drive), Amazoweb Services.
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Community Cloud

Community cloud allows systems and services to be accessible by a group of several organizitamas to
the information between the organization and a specific community. It is owned, managedparated

by one omore organizations in the community, a third party, or a combination of tHexample: Health
Carecommunitycloud.

PUBLIC
CLOUD

HYBRID
CLOUD

PRIVATE
CLouD

Community Cloud

Difference between public cloud, private cloud, hybrid cloud, and community

cloud -

Parameter | PublicCloud PrivateCloud Hybrid Cloud CommunityCloud

Host Serviceprovider Enterprise (Third | Enterprise (Third | Community (Third
party) party) party)

Users Generalpublic Selectedusers Selectedusers Communitymembers

Access Internet Internet, VPN Internet, VPN Internet, VPN

Owner Serviceprovider Enterprise Enterprise Community
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CaseStudy:

National Cloud of Nic MeghRa|

GP\é‘ghﬂcy

In order to utilize and harnessthe benefits of Cloud Computing,Governmentof India has embarked
uponanambitiousinitiative - "Gl Cloud"whichhasbeennamedas"MeghRaj". Thefocusof thisinitiative

is to accelerate delivery of-services in the country while optimizing ICT spending ofGbgernment.
This will ensure optimuratilization of the infrastructure and speed up the developmant deployment
of eGov applications. The architectural vision of Gl Cloud encompasses a set of discigttsomputing
environments spread across multiple locations, built on existing or rewgnjented)infrastructure,
following a set of common protocols, guidelines and standards issued by the Govedirmnetia.

Services offered:

StorageService
LoadBalancingservice
ResourceMonitoring Service
VulnerabilityAssessmen$ervice
BackupService
DataAnalyticgDA)
e-Granthalaya

Artificial Intelligence
Anti-virusService

Web ApplicationFirewall(WAF)Service
GoogleCloudPlatform Services.

=4 =4 =4 =8 -8 -8 -8 a4 a9
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Compute
Services

Management
Networking Tools
@ Google Cloud Platform .
orage . Cloud Al
s o Services -

Big Data loT
(Internet of Things)

Security and

Identity
Management
Lab Session:
1. Prepare a chart that explains about cloud services uldgital India Initiative with relevant
pictures.

2. Demonstrate how you will collect the information from the user using Google Form.
https://support.google.con/docs/answer/6281888?hl=en&co=GENIE.Platform%3DDesktop

Frequently Asked Questions

What is cloud computing?

Cloudcomputingis describedasthe processof usinga network of remote servers,hostedvia

the internet, to store, manage and process datgther than hosting it locally. Essentially, cloud
computing is using someone else's infrastructure and hardware, reducing the number of capital
investments your businesseeds tomake.

What are the types of cloud?
Thethree typesof cloudcomputingare:

9 Public cloud is cloud computing that is delivered via the internet and shared across
organizations.
Privatecloud iscloudcomputingthat is dedicatedsolely to yourorganization.
Ahybridcloudisan environmentthat uses both publiandprivate clouds.

)l
)l

What are the various cloud models?

1 laaS (Infrastructure as a service) is also known as Hardware as a Service (HaaS). It is a computing
infrastructure managed over the internet. The main advantage of using laaS is that it helps users
to avoidthe cost andcomplexityof purchasingandmanaginghe physicakervers.
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1 PaaSPlatformasa Servicerloudcomputingplatformiscreatedfor the programmerto develop,
test, run, andmanagethe applications.

f Saa® { 2FlG 6 NB a I {SNBSOSYRAAZ2FUS2E NBY DoV il &dada
applications are hosted by a cloud service provider. Users can access these applications with the
help of an internetconnectionandaweb browser.

How does Cloud storage work?

With Cloud storage, the files and data you need are placed on highly secure remote systems
stored in a provider's facility rather than on your computer's hard drive or local server. Internet
access allows you to connect your computer or deub the remote cloud solution to retrieve
what youneed.

How do vendors charge for cloud services?

There are different pricing mechanisms for cloud service providers depending on the usage,
subscriptionbased, dynamic usage etc. There is also a termihélo OF f t SR & at! D¢
Payasyou Go,which meansPayfor what you have usedand terminate the servicesvhenyou

do not need them. This works out extremely well for cloud vendors to incur low hardware costs
andoperations cost througloutsourcing.

What are the benefits of cloud computing?

The adoption of cloud computing by organizations has increased exponentially in recent years,
due to the efficiency and costaving benefits that this computing model promises to deliver,
which is espeially appealing to organizations with limited IT staff and/or limited IT budgets.
Independent Software Vendors (ISV's) in particular, can also substantially benefit from the cloud
computing model forthe delivery of softwareapplications asa service, whichoffers many
operational and administrative cost saving advantages over the traditional modelmfeomse
software delivery for software providers.

Is the cloud safe for personal information?

With numerous high profile hacks pérsonal information in recent years (most notably Target
andAnthem)cloudprovidershaveworkedto stepup the securitygamefor personalinformation.

If a cloud provider has certifications in place for HIPAADSS and SOC, they hbeenevaluated

by athird party and deemedqualifiedto handlepersonal/ privateénformation.

Reference:
1. National Clouaf NIC
2. HowdoesCloudComputingwork - javatpoint
3. CloudServicaviodels- javatpoint
4. https://www.finoit.com/blog/cloud-computingservicemodels/
5. dataflair.training
6. https://www.javatpoint.com/goode-cloudplatform
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5. CYBERSECURITYAND TYPESOF CYBERATTACK
After completingthis module youwill:
1. Explainanoverviewof the basicaspectsof Cybersecurity
2. Explairhow Cyber securitgafeguardvarioussectorsin the industry
3. Identifythe variouselements ofCybersecurity

Context: An Overview of Cyber Security:

With internet bandwidth becoming cheaper, and the usage of connected, smart gadgets increasing
exponentially, protecting ourselves online and keeping all data safesacure has become a prioritye

are relying heavily on data, connected systems and online ecosystems to live our daily livdsedonaes
ubiquitous, and we cannot imagine living without connectivity and gadgets. Security thredenliieof
service, hacking into systems, data theft, identity theft are something that we all hagaféguard
against.

Cybersecurityisimportantbecause iprotectsall categorie®f datafrom theft anddamage Thisincludes
sensitive data, personallidentifiable information (Pll), protected health information (PHigrsonal
information, intellectualproperty, data,andgovernmentalandindustryinformation systems.

Thispart helpsusto understandwhat Cybersecuritymeans,andhow it canbe implemented.

Key Concepts

What is Cyber security?

Cyber security is the application of technologies, processes and controls to protect systems, networks,
programs devicesanddata fromcyber attacks.

It aims to reduce the risk of cyber attacks and pobtagainst the unauthorised exploitation of systems,
networksandtechnologies.
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Stepsto Cyber security

Managing user O
privileges

Incident Network Security
management e BV A
Establish an incident D ;

response and disaster

Jo

User education
O:=) and awareness ﬂ Removable

media controls

i u:

—
Home and o~ Malware
mobile working ﬁ prevention Secure configuration
De working » R Apply ty patct | re the

(!

5 types of Cyber Security

1. Critical infrastructure security:
Critical infrastructure security consists of tbgberphysical systems that modern societies rely on.
Commonexamplef critical infrastructure:

1 electricitygrid

1 water purification

9 traffic lights

1 shoppingcenters

1 hospitals
Havingthe infrastructureof anelectricitygrid on the internet makesit vulnerable to cybeattacks.
Organizationswith responsibility for any critical infrastructures should perform due diligence to
understandthe vulnerabilitiesand protect their businessagainstthem. Thesecurity and resilienceof
this criticalinfrastructureisvitalto ourd 2 O A S (i datavelldding. S ( &
Organizations that are not responsible for critical infrastructure, butrsliyl on it for a portion of their
business, should develop a contingency plan by evaluating how an attack on critical infrastructure they
dependon might affectthem.

2. Application security:

You should choose application security as one of the several-hawst security measures adopted to
protect your systems. Application security uses software and hardware methods to éatétaalthreats
that canarise inthe development stagef anapplication.
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Applications are much more accessiblepnetworks, causing the adoption of security measures during
the development phaséo be animperative phasef the project.

Typesof applicationsecurity:

1 antivirusprograms

M1 firewalls

1 encryptionprograms
These help to ensure thamauthorized access is prevented. Companies can also detect sensitive data
assetsand protect them through specificapplicationsecurityprocessesttachedto thesedatasets.

3. Network security:

As cyber security is concernedwith outside threats, network security guards against unauthorized
intrusionof your internal networkslueto malicious intent.

Networksecurityensureghat internal networksare secureby protectingthe infrastructureandinhibiting
accesdo it.

To help better manage networkecurity monitoring, security teams are now using machine learning to
flag abnormal traffic and alert to threats in real time. Network administrators continue to implement
policiesand procedurego preventunauthorized accessyodificationandexploitation of the network.

Commonexamplef network securityimplementation:

1 extralogins
1 newpasswords
1 applicationsecurity
0 antivirusprograms
antispywaresoftware
encryption
firewalls
Monitored internet access

O OO0 O

4. Cloud security:
Improvedcybersecurity ione of the mainreasonswvhy the cloudistakingover.
Cloud security is a softwateased security tool that protects and monitors the data in your cloud

resourcesCloudprovidersareconstantlycreatingandimplementingnew securitytoolsto helpenterprise
users better secure their data.

Cloud computing security is similar to traditionatpremise data centers, only without the time aodsts
of maintaininghugedata fecilities, anathe riskof securitybreaches isninimal.

5 Internet of things (IoT) security
loT refers to a wide variety of critical and noritical cyber physical systems, like appliances, sensors,
televisionswifi routers, printers, angecurity cameras.

Accordingo Baing / 2 Y LIINRRMOG A 2 v X
1 Thecombinedmarketsof loTwill grow to about$520billionin 2021;
1 More thandoublethe $235billion spentin 2017.

IoT devices are frequently sent in a vulnerable state and offer little to no security patching. This poses
unique securitychallengedgor allusers.
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5 Essential elements of Cyber Security
Effectivecybersecurityriskmanagementmustincludethe followingfive elements.

An Effective Framework A framework must be adopted, adjusted, and finedzy SR 2 'y 2 NHI y.
particular circumstances and the type of data being protected. Executives need to establish proper
goveNy I yOS G KIF G | LILIX ASa (2 Iclitd pedhlE, procksSes, amdHelchyidiobyt G A 2 y ¢
Choosing and implementing an appropriate framewsréin essential first step to building a cybecurity
riskmanagemenprogram.

Endto-End Scope A cyler security program must beomprehensiven order to be successfylthat is,
address all data in the organization that needs to be protected. To be effective, a cyber security program
mustkeepall ofthe criticalelementsof the organizatiornthat needto be protected inits scope.

Thorough Risk Assessment and Threat Modelgiglentifying the risksind the likelihood of an array of

threats and the damage they could do is a critical step to prioritize cyber security threats. In prioritizing,
thecy® NJ aSOdzNAGe GSIY akKz2dzZ R O2yaARSNI GKS 2NBIFYAT |
words identify which data is likely to be valuaBleNR Y | K I O] S Nisipersp2clivg will el OA S &
the team developan effective cybersecuritystrategy to helpprevent likelyattacks.

Proactive Incident Response Plannigg O1 y2¢f SRaIAyYy 3 GKI G Fye &adeaidsSvyQa
eventually, many organizations hageopted incident response plan§aking a proactive approach to

incident response planng means testing the plan, identifying how to improve its effectiveness, making

those improvements, and ensuring that personnel are trained and prepared to react to a security breach
andlimit its damage.

Dedicated Cyber security ResourcesThe last, butnot least, critical element is personnel who are
RSRAOFGSR G2 YIylF3aAay3d G4KS 2NAFyAT FdAz2yQa OeoSN &s
risk management program, it is essential thiae roles and responsibilitiefor the governance of the
chosenframeworkbe clearlydefined
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8 components of astrong Cyber Security Defense System

Secure Email Gateway

Internet
Definition:
An appliance that provides anti-spam and Emaﬂ
anti-malware protection. It is installed on top of a Z
corporation’s Email Server and pre-screens all %,
inbound & outbound messages to prevent spear-
phishing campaigns, annoying marketing emails
and malware infected attachments. Also

provides email encryption for secure delivery of all
outbound email.

Spal:l o

<

Quarantined
Spam

IR
o

et

M Spam Digests
COEEEEEEEEaeeeeeeeeeeeeeet &
Nat X Released Messages

o
al Internal
W Mail Server 22223223233322333333133)32233333 1333333333333323309)

2333333333339,

Definition:

An appliance that provides MDM (Mobile Device
Management) to protect cell phones, tablets,
and laptops within a corporation’s network. Also
provides personal workstation antivirus and
personal workstation firewall by preventing the
user from downloading harmful software on the
internet and from malware infected websites.

Definition: —
1A
Atraditional firewall is an appliance (either cloud-based or o
hardware on-premise solution) that controls the incoming and = "
outgoing network traffic based on a set of pre-configured Naw, Ve s
rules. It establishes a barrier between a trusted, secure - workdoy.
network (such as that of a business entity) and the outside webex GCesgle
ORACLE

world; such as the internet. The term “Next Generation”
refers to the firewall's ability to do more than just control
traffic. Next Gen firewalls now also include the ability to
perform Intrusion Prevention, Anti-Virus Inspection and traffic
Decryption to identify harmful encrypted applications before
they enter the company'’s network.
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Intrusion Prevention System

Intrusion Detection System
Wireless Intrusion Prevenwtion System

o

Secured
Harmful
Traffic Web

Definition:

IDS / IPS / WIPS systems are appliances that monitor a computer network for

malicious activity, log that activity, and attempt to block it/ stop it, and report it to Server
the appropriate IT Staff within the corporation. IDS / IPS / WIPS systems have the
ability to send an alarm, drop the malicious packets, block the unwanted traffic, —
and reset the connection. \nbUsion -
Prevention System —
+ o
Legitimate
i:cll: Traffic

Firewall

Data Loss Prevention

Definition:

DLP is a strategy for making sure that end users
in a business do not send sensitive or critical
information outside the corporate network. The
term is also used to describe software products
that help a Network Administrator control what
types of data end users can transfer and how
they are allowed do it.

Security Incident &
Event Management

Definition:

Security incident and event management (SIEM) is
the process of identifying, monitoring, recording, and
analyzing security events or incidents within a corpo-
rate network. It also refers to hardware/software
solutions that provide a comprehensive and central-
ized view of the security architecture of an IT infra-
structure. The product manufacturers in this space
can automatically alert network Administrators of
breaches, attacks, and anomalies which typically
occur within the company’s network.
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Secure Web Gateway

iboss SWG Web Filter

Definition:

A hardware appliance and/or software solution
similar to a Firewall which protects websurfing
PCs from infection and enforce company policies
regarding which websites users are allowed to

visit, and what types of download can take place, - = ™
etc. Employees themselves are sometimes guilty e = = —]
of visiting sites that are dangerous or somply -~ Firewal Switch e s Computers
inappropriate. The web can seem like a minefield ———

for organizations trying to condeuct legitmate “Optional

business. Secure Web Gateway technologies
defuse the bombs.

Unified Threat Management

m

Traditional Network Security Solutions The Fortinet Solution

Definition:

A bundled solution of all the seven (7) aforemen-
tioned security features in a single appliance. This
is a more cost effective security architcture
designed for small and mid-sized businesses
where price and ease ofuse is a determining
factor.

Future of Cyber Security: Threats, Tools and Technology
Threatsto CyberSecurity

The effects of cyber attacks can include:

Loss of strategic information Regulatory penalties

Damage to reputation Court settlements and fees

Loss of data and equipment Increased cost of capital

Loss of intellectual property Increased PR expenses

Revenue losses Loss in market value
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Tools for Cyber Security

Password Managers The need to keep private digital information protected is highlighted by the
prevalence of growing cyber attacks. Password managers are being ukedptdrack of and generate
securepasswords. Thaserhas toonly rememberone passwordthat of the passwordnanager.

Passwordnanagerdike Lastpass,Dashlane, StidkgssworcandKeepassXanbe used.

WITH A BUSINESS PASSWORD MANAGER, ORGANIZATIONS CAN:

Easily revoke access after an employee exits Y . Apply role-based permissions to passwords
7/

the organization
Require multifactor authentication
Easily randomize every password OO AT ST AT
A A O AR Identify weak passwords and remove
Increase accountability for shared credentials inactive accounts

Virtual Private Network (VPN)A VPN connectioestablishes a secure connection between you ahe
internet. Via the VPN, all your data traffic is routdmlough an encrypted virtual tunnel. Thisguises
your IP address when you use the internet, making its location invisible tgaerYou castill access
all online serviceausingthe VPN.

VPNs offer the best protection available when it comes to your online security. Thereforehgold
leaveyour VPNon at all times to protect from dataleaksand cyberattacks

BlockchainTechnology. Blockchairtechnology a decentralizeddistributedledgerof transactionspffers
the next levelof cyber security.
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